Reputation9
Objective
When we think about our online privacy, one of the key questions is how we want to appear to other people when
they see information about us online. Privacy is a set of personal decisions about when we want to share information, why we want to share it, and which people we want to share it with. Our reputations, on the other hand,
are how we appear to other people and what beliefs they then form about us. If we make thoughtful privacy decisions, we’re in the best possible position to put good information out there about ourselves that will influence
people to have good opinions of us—although it’s not possible to control fully everything that’s out there about
us online.
• SWBAT identify the audiences of different types of online communications.
• SWBAT consider what information they want to appear when they Google their name.
• SWBAT recommend ways to respond to Internet content they do not like.
• SWBAT brainstorm ways to approach others about online content that concerns them.

Materials
• Handout: “What Should You Do”

Timeline [30 min]
•
•
•
•

Audiences - 10
Researching Your Reputation - 5
Responding to Negative Information - 5
Responding to Complicated Information - 10

Audiences - [10 min]
SAY
• Think about a secret you have about yourself. You won’t have to share this with anyone or write it down,
just think about that secret in your mind. Now think about how many people in this room know the secret.
Now think about how many people in this school know the secret. Now think about how many people in
the State of Massachusetts [or your current state] know the secret. Now think about how many people
that you have never met know the secret.
• Now imagine that you had to write down that secret on a piece of paper and one random person in
this class would get to read it. It is one week later: How many people in this room would now know the
secret? How many people in this school would now know the secret? How many people in the State
of Massachusetts would now know the secret? How many people that you have never met would now
know the secret?
SAY
• You need to think about who is likely to see a certain piece of information about you (the audience for
that information). Only after you have a sense of audience can you pick the information you feel comfortable sharing and keep everything else private. An audience is made up of a person or a group of
people that can access a particular piece of information.
• With new technologies today, audiences can grow very quickly. Because of this potential for rapid audience growth, it’s difficult—if not impossible—for you to know or to limit the audience for your online
9
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information and activities. While it’s great that audiences can grow quickly when you want to share your
work with a lot of people, it’s not when this happens with information that you want to keep private.
• Unfortunately, private information—especially embarrassing information—is often exciting to people
when they see it, so once this type of information is out there online, it can be very difficult to control
who sees it next.
• Whenever you share information online (even just directly to one person, like in a text or private message), you should be prepared for the possibility that it may well spread beyond the audience you
intended to reach.
DISCUSS
• Content on Social Media
• When you post a status update, picture, or other information on social media, who is your intended
audience?
• (Depends on your privacy settings, but it could include just your closest friends, or be broad enough
to include anyone who uses that social media platform, or anyone who searches for you online. But
no matter who the audience is, information can be copied and posted somewhere else, or someone
can take a screenshot)
• Who is your intended audience when you post on someone else’s Facebook wall for example, or when
you add any other type of content to another person’s social media account?
• (This will depend on both your and their privacy settings, but often it will go to their friends, which
will include people you don’t know - might include their family members, or teachers/employees
at your school.)
• Messaging
• When you send a message (text, email, private/direct message on social media), who is your intended
audience?
• (Your audience is the person you’re sending it to, but be careful—others might see it as well.)
• How would it be possible for your message to reach people other than the person you sent it to?
• (Through screen shots, forwarding, and in-person phone sharing, to name a few.)
ASK “What are some of the situations where maintaining a good online reputation might be important?”
• College applications
• Job applications
• Making new friends

Researching Your Reputation - [5 min]
Choose a celebrity (movie star, musician, etc.) that will be familiar to the students. Google their name and examine a few of the items that come up. Also explore their Facebook page or Twitter feed. After spending a few
minutes, ask two students to act out a hypothetical interaction between the celebrity and a fan.
ASK
• “How does _________ feel encountering someone that knows a lot of information about them?”
• “How would they feel if that information was incorrect?”
• “How many people can access this information about ________?”
• “How can ________ control what information about them is available online?”
SAY
• People you meet will use search engines to find more information about you. What they find, good or bad,
is going to impact what they think about you. If you want to be able to have control over how they perceive
you, it is important for you to know what information they are likely to see.
• These people include future employers and college admissions officers. Over a third of college admissions
officers in 2013 said they Googled applicants and “consider the public social media accounts of applicants
as fair game.” Colleges aren’t required to inform applicants whether or not they use information they find
online.10
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PAIR AND SHARE
Brainstorm three things you would want to come up when someone Googles your name. How many of these
do you think actually will come up?
• Share with a partner.
ASK
• Raise your hand if you have Googled your own name. What did you see? Were you able to find information
about yourself, or are there other people in the world that share your name? What pictures come up?
• Note: Ask them if this changes with a small piece of personal information (e.g., hometown, school).
• Note: You can also ask students to Google themselves in class, if computers are available.
SAY
• When you Google yourself, ask three questions. 1. What comes up first? 2. Are you proud of this information? 3. Is your name on any lists?
• Think about someone reading the search results but without clicking the links: What kind of impression
do you think they would get about you?

Responding to Negative Information - [5 min]
ASK
• “If you find embarrassing information about yourself when you search for your name online, can you do
something about it?”
• “What are some examples of content you might not want others to see?”
SAY
• You are sometimes able to overcome embarrassing search results. The best way to get unwanted results
about you pushed down onto the second page is to start creating and managing content about yourself that
reflects you in a positive light. You can do this by creating social media profiles (Facebook, LinkedIn, Twitter) when appropriate, starting a blog, or registering a website based on your name. You can also contact
the person or company where that embarrassing information is posted, and you can ask to have it taken
down, though they might refuse and it might take a long time.
• Fewer than 10% of Google users ever go to the second page of search results, so the first few results are
much more important.11
INSTRUCT
Take that list of three things you would want to come up on your first page you brainstormed earlier. What is one
way you could work to make these show up above any embarrassing search results?
SAY
Sometimes the bad results can be an inaccurate representation of you. You can be misidentified or misquoted or
a mistake from your past can be recorded online for years to come.
• Many countries are wondering if their citizens have a “right to be forgotten,” and whether they can ask
sites like Google to remove irrelevant or defamatory content. This can be valuable for those who have
such content posted about themselves, but it can also be used to cover up wrongdoing or censor journalists.
ASK
• What mistakes might you want to be forgotten? Are they important or relevant?
• How would you feel if someone put false information about you online?
• In the United States, the First Amendment grants citizens the right of free speech, or the right to communicate ideas without the threat of government retaliation or censorship. Does this “right to be forgotten”
violate free speech?
Social Networking Pages Continues to Grow — But Most Students Shrug. Retrieved from http://press.kaptest.com/press-releases/kaplan-test-prep-survey-percentage-of-college-admissions-officers-who-visit-applicants-social-networking-pages-continues-to-grow-butmost-students-shrug
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Responding to Complex Information - [10 min]
Pass out “What should you do?” worksheet. In pairs, students should discuss the scenarios on the worksheet,
and come up with two strategies, as well as thinking about the potential consequences of their actions.
PAIR AND SHARE
ASK
• What should you do when someone posts content about you that you don’t like?
• What should you think about before posting content about someone else?

Extensions/Additional Resources
•
•
•
•

Video about reputation: http://www.teachinctrl.org/videos/yourdigitalfootprint-student.php
Online presence and college admissions: https://youtu.be/GyR26v819Nc
Right to be forgotten: https://youtu.be/CD37vwUD8Us
Peeple App Controversy: https://youtu.be/2o4Io8xIi2c
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What Should You Do
Teacher Handout

In your groups, write down what consequences you think this situation might have, and some strategies on
what to do next.
1. Jessica and her best friend Mark just had a huge fight. Afterwards, Jessica posted a really mean status update about Mark on Facebook. Later that night, Mark texts her and they make up, but her status update is still
online.
• What could happen? What should she do?
Someone could see the status and report Jessica for cyberbullying or misinterpret her and Mark’s relationship and feelings toward each other. It is probably a good idea for Jessica to remove her status.
2. Nick took photos of some of his friends acting silly, and posted them on Instagram, with hashtags that could
sound rude or mean, but were actually inside jokes with his friends. The next day, Danielle, another one of his
friends, came up to him at school and said that she thought that the hashtags were really hurtful and kind of
sexist.
• What could happen? What should Nick do?
Nick should apologize or explain himself. Students should consider that their actions may be perceived
differently than they intended, but that does not mean others’ perceptions are invalid.
• What if Danielle had confronted Nick online instead of in person?
Students should consider the consequences of being confronted in a public forum online.
• Do you have a real life example of this situation?
Students should reflect on how they have resolved incidents of miscommunication in the past.
• What if Danielle started calling him a bully? How do you think being seen as a bully could affect your
reputation in the future?
Students should consider what it means to be a bully and consider how online content can affect how
peers perceive you.
3. Santina was on Facebook when she discovered that Veronica, a girl at school, had taken a picture of her and
written, “Haha #whatnottowear.” Of course, Santina was really upset.
• What might happen? What should she do?
Santina should confront Veronica about her actions to let her know that they were hurtful. Santina can
also report Veronica’s actions to Facebook and an adult (e.g., parent, teacher).
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What Should You Do
Handout

In your groups, write down what consequences you think this situation might have, and some strategies on
what to do next.
1. Jessica and her best friend Mark just had a huge fight. Afterwards, Jessica posted a really mean status update about Mark on Facebook. Later that night, Mark texts her and they make up, but her status update is still
online.
• What could happen? What should she do?
2. Nick took photos of some of his friends acting silly, and posted them on Instagram, with hashtags that could
sound rude or mean, but were actually inside jokes with his friends. The next day, Danielle, another one of his
friends, came up to him at school and said that she thought that the hashtags were really hurtful and kind of
sexist.
• What could happen? What should Nick do?
• What if Danielle had confronted Nick online instead of in person?
• Do you have a real life example of this situation?
• What if Danielle started calling him a bully? How do you think being seen as a bully could affect your
reputation in the future?
3. Santina was on Facebook when she discovered that Veronica, a girl at school, had taken a picture of her and
written, “Haha #whatnottowear.” Of course, Santina was really upset.
• What might happen? What should she do?
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