privacy and you
objective
Understanding what privacy is and why it matters to you can be complicated and confusing.
Students will explore what kinds of information should be kept “private,” as well as consider
what kinds of situations might involve their parents or other important people in their lives
(such as when students encounter serious or frightening circumstances).
Students will be able to:
• explain what privacy means and why it is important.
• respect the privacy decisions of others.

materials
•
•
•
•

Handout: Privacy Game
Video: Privacy and You!, http://brk.mn/13w
Video: Privacy Deleted Scene, http://brk.mn/13x
Handout: Quiz

timeline [45]
•
•
•
•

Privacy Game: 10 minutes
Privacy Video: 15 minutes
Deleted Scene: 10 minutes
Quiz: 10 minutes

Whenever you encourage or require students to go online while teaching this or other material, please make sure any
online activity is consistent with any school, district, or other applicable policies, as well as any applicable privacy laws
and regulations.
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privacy game [10]
Pass out the “Privacy Game” handout (p. 12-14) and assign each student a character. If you
have more students than characters, you can either assign multiple students to a character,
create new characters yourself, or have students create their own characters.
ASK students to walk around the room—with their handouts—and introduce themselves to
each other, as their character. In each conversation, they must share at least three of their
answers.
ASK
• “Were there any facts that you did not share with anyone? Which ones? Why?”
• “Did everyone make the same choices about what to share? Why/why not?”
• “Depending on whom you share with, why might you share more, or less, of this kind of
information? When would you share it?”
EXPLAIN that privacy is the ability to control what other people know about you. You can do
this by saying certain things about yourself (like telling other people your address or what
you like to do for fun) or doing things around other people (like going to a toy store with your
friends and picking out your favorites). Privacy matters whether you are in a room with other
people or talking to them online.
SAY
• “Privacy is based on your own personal decisions. What privacy means to you and your
family might be very different than what privacy means to the other kids in this class
and their families. If we’re more aware of what we value as private, and how our behaviors online can shape our privacy, we’ll be able to make better choices about what kind
of privacy we want.”
• “Privacy also changes depending on the information and with whom it is being shared.”
ASK “For example, would you share your home address with the following people:”
• “Your parents?”
• “Your friends?”
• “Your teacher?”
• “A stranger?”
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SAY
• “When you share information online, it’s important to consider who could see that information and whether you, or the person whose information is being shared, would feel
comfortable sharing that particular information with that audience.”
• “Some information could mean bad things in the future if it is shared with the wrong
people. If a stranger knows exactly where you live, then they could come to your house,
which could be unsafe. In order to know what privacy choices will keep you safe, you
need to understand what the effects of sharing information are.”

privacy video [15]
SAY “We’re now going to watch a video where a game show contestant gets quizzed about
privacy.”

Watch video: http://brk.mn/13w
ASK
• “Why did Ruff share his password?”
–– He wasn’t listening while his grandma was talking. Instead he was checking his
phone.
• “What could happen to Ruff if he shares his password?”
–– Someone could access his phone and the different accounts he has on it.
SAY “If someone has access to your phone, they can pretend to be you and even send messages to your friends.”
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ASK
• “Why do people want to share photos online?”
–– To share their experiences with their friends, to get a laugh, etc.
• “What could happen to Ruff’s friends if he shared the photo with their personal information?”
–– They could begin receiving messages from strangers, both on their phones and on
the game.
• “How might Ruff’s friends feel if they found out that Ruff had shared their personal information without their permission?”
–– They might be upset with him, especially because of what might happen—if a
stranger saw that photo, they could text Ruff’s friend!
–– It may be prudent to mention that many modern smartphones attach location data
to photos. Thus, even if you send someone a photo of a black wall, they may be able
to tell where you were at the time.
• “Did Ruff do the right thing by ignoring his grandma’s text?”
–– Yes, a person could have texted Ruff pretending to be his Grandma, and Ruff could
not have known.
• “If Ruff’s grandma wanted to get in touch with him from an unfamiliar phone number,
how could she have done so so he wouldn’t ignore her?”
–– Ruff’s grandma could have called or emailed Ruff to let him know she got a new
phone. It would have been best if she had called from a number or email address
that Ruff already recognized.

deleted scene [10]
SAY “Let’s check out one more question from the game show.”

Watch video: http://brk.mn/13x
ASK
• “How is saying something over text different than saying it in person?”
–– If you can’t see the person’s reaction, you don’t know how they felt about what you
said. You might hurt someone’s feelings without realizing it.
• “How does Chet feel after reading Ruff’s text? How should Chet respond?”
–– Chet’s feelings may have been hurt, since Ruff was making fun of him. Chet should
have sent Ruff a text telling him how he felt about the message.
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INSTRUCT the class to split into pairs and come up with a short text that Chet could have
sent. Invite students to share their messages with the class afterwards.
SAY “When talking to someone face-to-face, you can observe their reactions when you talk
to them, including body language and their tone of voice. However, that context is lost when
communicating online.”
ASK “How might Chet and Ruff have acted differently if they were speaking in person?”
–– Chet might have understood that Ruff was joking from context clues. Ruff may also
have noticed that Chet was hurt by what he was saying and could apologize or stop
teasing.

quiz [10]
Students can take the quiz online (individually, in groups, or as a class): http://brk.mn/13y.
Otherwise, the quiz has been included in the handout (p. 20-21). Have students complete
the quiz and then go through the quiz, providing the correct answers and asking the following corresponding questions.
–– If you are doing the quiz collectively, ask the questions after completing each part of
the quiz.

extension
–– Parent Handout: Privacy (p. 22)
–– Distribute handouts to students and ask them to discuss online privacy with their
parents and family members at home.

10

This page is left intentionally blank.

privacy and you
11

privacy game
handout

Print out the handout and cut along the dotted lines. Divide students into groups of six and
pass out a character strip to each student. Ask students to introduce themselves to their
group members.
With more students than characters, assign multiple students to a character, create new
characters yourself, or have students create their own characters.

Pretend to be the character you have been assigned. Introduce yourself to your classmates
and choose at least 3 facts to share about yourself. You can only share the following things
about who you are. Whether or not you share your secret is up to you!
Character: Sarah Marks
Age: 8
Address: 3452 Rosebud Road
Phone number: 555 - 3424
Parents’ Jobs: Mom is a software engineer (makes apps for kids), Dad is lawyer
Secret: My best friend Ellen’s parents are getting a divorce

Pretend to be the character you have been assigned. Introduce yourself to your classmates
and choose at least 3 facts to share about yourself. You can only share the following things
about who you are. Whether or not you share your secret is up to you!
Character: Alan Huang
Age: 10
Email address: doug.houser@hospital.com
Address: 153 Willow Lane
Parent’s Job: Dad works as a pediatrician (doctor for children)
Secret: Sarah is in my class and she needs braces but doesn’t want anyone else to find out
at school.
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Pretend to be the character you have been assigned. Introduce yourself to your classmates
and choose at least 3 facts to share about yourself. You can only share the following things
about who you are. Whether or not you share your secret is up to you!
Character: Ilana Santos
Age: 9
Personal blog: AlejandraWritesStories.com
Phone number at home: 555 - 3145
Personal cell phone number: 555 - 9265
Secret: I have written stories for other kids and am really popular, but I write stories as
“Alex Jones” so no one knows who I am.

Pretend to be the character you have been assigned. Introduce yourself to your classmates
and choose at least 3 facts to share about yourself. You can only share the following things
about who you are. Whether or not you share your secret is up to you!
Character: Javier Martinez
Age: 6
Family: I am Ellen’s little brother; Sarah Marks is Ellen’s best friend.
Address: 41 Oak Tree Drive
Secret: My sister Ellen is failing her math class but no one knows!

Pretend to be the character you have been assigned. Introduce yourself to your classmates
and choose at least 3 facts to share about yourself. You can only share the following things
about who you are. Whether or not you share your secret is up to you!
Character: Ayana Watkins
Age: 13
Birthday: June 2nd
Job: Works at her parents’ bakery
Bakery Address: 708 Sweets Circle
Secret: The key to the bakery is hidden behind the flowerpot
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Pretend to be the character you have been assigned. Introduce yourself to your classmates
and choose at least 3 facts to share about yourself. You can only share the following things
about who you are. Whether or not you share your secret is up to you!
Character: Penny Wilkins
Age: 13
Address: 162 Willow Lane
Job: Babysitter (her nieces and nephews)
Personal email address: heyitspenny016@gmail.com
Secret: I keep the money I make from babysitting in an envelope under my pillow.
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privacy quiz
teacher handout

Available online at: http://brk.mn/13y.
1. What’s the best way to keep information on your phone private?
a. Put a sticker on your phone that says “PRIVATE.”
b. Put a password on it.
c. Every time you use your phone, yell, “PRIVATE INFORMATION OVER HERE! PAY NO ATTENTION TO WHAT I’M DOING!”
Putting a password on your phone is the best way to keep your private information private.
2. Who should you share your passwords with?
a. Just your parents.
b. Your friends.
c. Adults that you trust, like doctors and teachers.
d. Strangers
You should share your passwords only with your parents.
3. Your friend tells you something private. What’s your next move?
a. Write, direct, and star in a movie called “Private Things My Friends Tell Me That I Then
Turn Into Movies.”
b. Tell another friend, then add, “But it’s a secret.”
c. Nothing. Keep it private.
If a friend tells you something private, keep it private. You would want your friend to do the
same. However, if your friend tells you something serious or scary (for example, if your friend
tells you about being bullied at school or hurt at home), tell a parent, older sibling, teacher,
or another trusted adult.
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4. When you use a library computer, what’s the last thing you should do before you leave?
a. Just shut off the computer.
b. Delete the browser history, delete your personal files, and log off.
c. Stand up, rub your belly, and say, “Okay, people, bring on the snacks!”
After using a public computer, always log out of everything you signed into, then delete all
personal information, including browser history.
5. When you visit a website, what might the company who owns that site learn about you?
a. Web sites can only know the time and date you visited.
b. Nothing. They don’t even know you’re there.
c. They can learn your computer’s address, your computer type, your basic information,
and what other sites you visited.
When you visit a website, that company MIGHT collect a lot of information about you. Different companies do different things, but companies have the technology to learn a lot about
who you are.
6. When posting photos, how do people to share their location by mistake?
a. By thinking about their location while the photo is being taken, making it show up in a
visible thought bubble.
b. By forgetting to turn off geotagging, which writes their exact location information into
the photo.
c. By wearing clothes that are obviously from a certain fancy store.
Some cameras automatically add location data to every photo. Make sure that function is
turned off before sharing photos.
7. When you post a photo, or a video, or a text, how long will people be able to see it?
a. FOREVER!
b. However long you want. You have total control.
c. One month.
d. It depends.
Once something is posted—or even sent directly to a friend—it’s out of your control. It’s
possible for people who see it to save and share your content, but you also have the possibility to remove content from online.
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8. You’re using an app on your phone. Are you on the Internet?
a. Yes. All apps use the Internet.
b. Maybe. It depends on the app.
c. No. It’s an app.
Many apps do use the Internet (like many messaging apps or when you make in-game purchases)—even when you assume they don’t.
9. You get a text message from someone you don’t know. What should you do?
a. Ignore it. (Or if it upsets you, tell your parents.)
b. Text back, “Who is this?”
c. Text back your name and password, so they know it’s you.
Ignore it. If it’s actually a friend or family member, they’ll contact you another way. And if the
text is upsetting or seems weird, tell your parents.
10. You have an embarrassing photo of a friend. What should you do?
a. Post it online. Then tell your friend you posted it, so that they know.
b. Keep it private. Don’t post it online.
c. Post it online. Then tell all your friends to look at it. Then call in a TV news crew to
report on it.
Keep it private. Don’t post photos of your friends that they don’t want shared or that you
wouldn’t want shared if it were a picture of you in the same situation.
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privacy quiz
handout

Available online at: http://brk.mn/13y.
1. What’s the best way to keep information on your phone private?
a. Put a sticker on your phone that says “PRIVATE.”
b. Put a password on it.
c. Every time you use your phone, yell, “PRIVATE INFORMATION OVER HERE! PAY NO ATTENTION TO WHAT I’M DOING!”
2. Who should you share your passwords with?
a. Just your parents.
b. Your friends.
c. Adults that you trust, like doctors and teachers.
d. Strangers
3. Your friend tells you something private. What’s your next move?
a. Write, direct, and star in a movie called “Private Things My Friends Tell Me That I Then
Turn Into Movies.”
b. Tell another friend, then add, “But it’s a secret.”
c. Nothing. Keep it private.
4. When you use a library computer, what’s the last thing you should do before you leave?
a. Just shut off the computer.
b. Delete the browser history, delete your personal files, and log off.
c. Stand up, rub your belly, and say, “Okay, people, bring on the snacks!”
5. When you visit a website, what might the company who owns that site learn about you?
a. Web sites can only know the time and date you visited.
b. Nothing. They don’t even know you’re there.
c. They can learn your computer’s address, your computer type, your basic information,
and what other sites you visited.
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6. When posting photos, how do people to share their location by mistake?
a. By thinking about their location while the photo is being taken, making it show up in a
visible thought bubble.
b. By forgetting to turn off geotagging, which writes their exact location information into
the photo.
c. By wearing clothes that are obviously from a certain fancy store.
7. When you post a photo, or a video, or a text, how long will people be able to see it?
a. FOREVER!
b. However long you want. You have total control.
c. One month.
d. It depends.
8. You’re using an app on your phone. Are you on the Internet?
a. Yes. All apps use the Internet.
b. Maybe. It depends on the app.
c. No. It’s an app.
9. You get a text message from someone you don’t know. What should you do?
a. Ignore it. (Or if it upsets you, tell your parents.)
b. Text back, “Who is this?”
c. Text back your name and password, so they know it’s you.
10. You have an embarrassing photo of a friend. What should you do?
a. Post it online. Then tell your friend you posted it, so that they know.
b. Keep it private. Don’t post it online.
c. Post it online. Then tell all your friends to look at it. Then call in a TV news crew to
report on it.
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privacy and you
parent handout
activity
Discuss the following questions with your parent or guardian.
1. It’s important to put a secret password on your phone so that no one else can use it.
With whom should you share your secret password ?
• What is the password policy in your family? Should you share your passwords with your
parents?
2. Find three photos on your phone that would be safe to share on social media.
• What are your family’s rules on sharing photos? Is it okay to share family pictures with
relatives? With friends? With strangers?
3. You get a text from an unknown number. What should you do?
• What if your parent’s phone runs out of battery? How should they show you that their
text from a coworker’s phone is safe to answer?
* Some suggestions: Have a secret code word, that only your family knows. If someone has to call or text from a strange number, use the secret code to show that the
text is not from a stranger.
If you’re having trouble remembering the right answers, you and your parents can check out
the video you watched today at: http://brk.mn/13w.
Now, think about the privacy game you played today: explain to your parents how you decided which information to share and with whom. Perhaps make a handy guide chart, with information types along the top and audience types along the side. Put a big X if you shouldn’t
share that information with that person! Do you and your parents disagree on a box? Check
out some of the resources at the bottom for more help.
Some examples of information types:
• Picture of your face
• Address
• School
• Age
• Last name
• Email
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Some examples of audience types:
• Parents
• Friends
• Close relatives
• Teacher
• Online friends
• Stranger on the bus

resources from Ruff and around the web
• How other parents monitor technology use:
* http://brk.mn/149
• More information on information sharing when socializing online:
* http://brk.mn/14a
• More resources from Ruff!
* http://brk.mn/14b
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