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GOVERNMENT AS ACTORS
5REHUW)DULVDQG8UV*DVVHU
The stakes are getting higher. As more and more citizens rely on digital technologies in their everyday
lives, governments around the world face constant political pressure to address concerns over online
security and harmful speech online. Concurrently, the costs of excessive regulation on innovation and
civil liberties are of increasing concern. Deciding when and how to intervene in digital affairs is only
getting harder for governments.
The public sector has always played an
important role in the evolution of the Internet.
2YHUWKHFRXUVHRIWKHODVWVHYHUDO
*RYHUQPHQWVKDYHEHHQHQDEOHUVLQYHVWLQJ
\HDUVPDQ\JRYHUQPHQWVKDYH
in infrastructure, encouraging private sector
GHYHORSHGSROLF\VWUDWHJLHVWRFXOWLYDWH
action, conducting training and education,
DQGSDUWLFLSDWHLQWKHHPHUJLQJFORXG
and setting up legal regimes to support
FRPSXWLQJLQGXVWU\
market environments that are ripe for
LQQRYDWLRQ*RYHUQPHQWVDOVRKDYHDFWHGDV
—DAVID R. O’BRIEN AND URS GASSER
FRQVWUDLQHUVUHLQLQJLQLOOHJDODFWLYLW\ÀOWHULQJ
Cloud Computing and the Roles of
speech, and inhibiting malicious behavior
Governments
online. Frequently, enabling and constraining
are different facets of the same policy actions;
suppressing harmful activity may facilitate
EHQHÀFLDOLQWHUDFWLRQV+RZHYHUWHQVLRQVDQGWUDGHRIIVRIWHQDFFRPSDQ\JRYHUQPHQWLQWHUYHQWLRQV
For example, cracking down on cybercrime may help to stimulate online business, but it may also
hurt innovation. Laws and mechanisms for combating harmful speech often come at the cost of
legitimate speech. Win-win scenarios are the exception.
*RYHUQPHQWDFWLRQLVDOVRVKDSHGE\VWUDWHJLFLQWHUHVWV7KHUHLVQRVKRUWDJHRIJRYHUQPHQWVWKDW
seek to manipulate online environments to enhance their power and limit political opposition. SepaUDWLQJVWUDWHJLFEHKDYLRUIURPLQWHUYHQWLRQVWDNHQLQWKHSXEOLFLQWHUHVWLVGLIÀFXOWDVWKLVEHKDYLRULV
conveniently cloaked in the rhetoric of legitimate public sector action and commonly framed in terms
of law enforcement, security, and protection.
At one end of the spectrum, a few dozen countries aggressively seek to control Internet activity. This
group of countries comprises primarily those that have a long history of tight media controls and
authoritarian government. These governments have considerable experience in attempting to control
,QWHUQHWDFWLYLW\DQGKDYHWULHGDZLGHYDULHW\RIVWUDWHJLHVEDVHGRQDIHZRSWLRQV  LGHQWLI\LQJ
and pursuing authors and activist networks that reside domestically, taking down content hosted
GRPHVWLFDOO\  EORFNLQJFRQWHQWKRVWHGRYHUVHDV WKLVLVRIWHQFRXSOHGZLWKSUHVVXUHRQIRUHLJQ
FRXQWULHVDQGF\EHUDWWDFNV   HQJDJLQJLQLQIRUPDWLRQFDPSDLJQVWRGLVUXSWRQOLQHGLVFXVVLRQVDQG
SURPRWHJRYHUQPHQWIULHQGO\PHVVDJLQJDQG  OLPLWLQJDFFHVVWRWKH,QWHUQHWDOWRJHWKHU
'HVSLWHPDQ\\HDUVRIFRQFHUWHGHIIRUWVWKHGLIÀFXOW\RIHQIRUFLQJLQIRUPDWLRQFRQWUROVRQWKH,QWHUQHW
continues to vex governments that are intent on limiting online communication. The scale of the
Internet, along with its distributed architecture and the ability to at least partially cloak one’s identity
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online, make locating the source of objectionable speech and blocking the spread of unwanted content a formidable task. In an attempt to increase enforcement capacity, countries draw on a number
RIFRPPRQVWUDWHJLHVLQFOXGLQJ  HQOLVWLQJWKHKHOSRILQWHUPHGLDULHVLQEORFNLQJFRQWHQWDQG
DFFHVVLQJLGHQWLI\LQJLQIRUPDWLRQ  FRQGXFWLQJVXUYHLOODQFH  FRPSHOOLQJGRPHVWLFKRVWLQJ  
HQDFWLQJOLFHQVLQJDQGUHDOQDPHUHTXLUHPHQWVDQG  SDVVLQJOHJLVODWLRQWKDWLVVXIÀFLHQWO\EURDGWR
provide a rationale and to facilitate implementation of the above.
Ultimately, the effectiveness of these policies is manifest in self-censorship—increasing the costs
and risks of engaging in digital communication discourages more and more individuals from writing
DERXWFRQWURYHUVLDOWRSLFVRQOLQH6HOIFHQVRUVKLSLVSDUWLFXODUO\GLIÀFXOWWRPHDVXUHZHDUHXQDEOHWR
observe that which does not occur, though we might make inferences about types of content that are
unrepresented or missing online.
After witnessing a rapid increase in the number of countries that developed national-level content
ÀOWHULQJGXULQJWKHÀUVWGHFDGHRIWKHVWFHQWXU\ WKHUHDUHFXUUHQWO\VHYHUDOGR]HQGHSHQGLQJRQ
KRZRQHFRXQWV ZHKDYHVHHQIHZHUELJVKLIWVLQUHFHQW\HDUV%\DQGODUJHWKRVHWKDWDUHDEOH
WRJDUQHUWKHSROLWLFDOSRZHUWRLPSOHPHQW,QWHUQHWÀOWHULQJDUHQRZGRLQJVR%XUPDDQG7XQLVLD
KDYHQRWDEO\VFDOHGEDFNWKHLUÀOWHULQJUHJLPHVRYHUWKHSDVWWZR\HDUV5XVVLDKDVEHJXQWREORFN
sites related to extremist thought and to pornography, drugs, and satire, and earlier this year, Jordan
instigated blocking of hundreds of websites that did not comply with new online media licensing
UHTXLUHPHQWV3DNLVWDQLVFDXJKWXSLQDQRQJRLQJSROLF\GLVSXWHRYHUSODQVWRVFDOHXSÀOWHULQJ
The UK recently joined the ranks of countries that turned back serious attempts to enact broad scale
ÀOWHULQJIROORZLQJDVLPLODUSDWKWR$XVWUDOLD
several years earlier. In Iran, statements that
2YHUWKHSDVWVHYHUDO\HDUVPLFUREORJ
VLJQDODSRVVLEOHVRIWHQLQJRI,QWHUQHWÀOWHUJLQJKDVHPHUJHGDVWKHKHDUWDQGVRXO
LQJDORQJZLWKWKHIDFWWKDWRIÀFLDOVLQWKH
RIDUHPDUNDEO\YLEUDQWQHWZRUNHG
current administration—including the presiSXEOLFVSKHUHLQ&KLQD)RUJRYHUQPHQW
dent—maintain active Facebook and Twitter
FHQVRUVWKLVUHSUHVHQWVDFKDOOHQJLQJ
DFFRXQWV ERWKSODWIRUPVDUHEORFNHGLQWKH
WDVN
FRXQWU\ KLJKOLJKWVWKHGLYHUJLQJRSLQLRQV
ZLWKLQWKHJRYHUQPHQWRQWKHFXUUHQWÀOWHULQJ
—ROBERT FARIS
policy and the possibility of controls being
Policing Social Media in China
loosened in the future. Perhaps the most
interesting and potentially pernicious control
strategies are China’s efforts to control speech
in social media.
The challenge of enforcing content restrictions on sites hosted outside of the country is not easily
surmounted. Several countries have tried with little success to force social media and content hosting
platforms to maintain a domestic presence that is within the reach of local control. China continues
to be a notable exception after using a combination of laws and the blocking of outside platforms
WRFUHDWHDVRFLDOPHGLDPDUNHWGRPLQDWHGE\GRPHVWLFÀUPV$WWHPSWVWRFRQYLQFHIRUHLJQEDVHG
platforms to adopt local content restriction policies have yielded limited success. YouTube has agreed
WRJHRJUDSKLFEORFNLQJRIVRPHYLGHRV*RRJOHKDVDJUHHGWRUHPRYHUHVXOWVIURPFRXQWU\VSHFLÀF
versions of its search engine, and Twitter has set up a process for blocking tweets that are illegal
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according to national laws. In general, these steps fall far short of the aspirations of many regulators.
$KDQGIXORIFRXQWULHVLQFOXGLQJ7KDLODQG3DNLVWDQ7XUNH\DQG9LHWQDPKDYHUHVRUWHGWREORFNLQJ
entire platforms for long periods of time without prompting the emergence of local alternatives.
7KHDSSDUHQWVORZLQJRIWKHVSUHDGRIÀOWHULQJGRHVQRWQHFHVVDULO\WUDQVODWHLQWRJHQHUDOO\JRRGQHZV
for the state of civil liberties online. Pursuing individuals through legal and extralegal means continues
be a mainstay of control strategies that all too frequently impinge on basic human rights. The number
of authors behind bars for their online writing continues to grow. Over the past several months, China
DQG9LHWQDPLQSDUWLFXODUKDYHDUUHVWHGDODUJHQXPEHURIEORJJHUVDQGPLFUREORJJHUV
&\EHUDWWDFNVKDYHEHHQHPSOR\HGLQDSSDUHQWHIIRUWVWRLQÁXHQFHFRQWHQWKRVWHGDEURDGWKRXJKWKHLU
XVHLVSUREOHPDWLF*LYHQWKHVKDN\HWKLFVDQGPHULWVRIWKLVDSSURDFKJRYHUQPHQWVWKDWGRVXSSRUW
and carry out such actions are not eager to take credit and must limit their level of involvement to
maintain a measure of deniability. It is unclear that the associated service disruptions have a substantial long-term impact. Hacking into servers is potentially more serious when it uncovers sensitive
personal information; this is where hacking ties with surveillance.
In the past year, we have learned much
about the mechanisms and scope of digital
(GZDUG6QRZGHQȇVGLVFORVXUHRI
surveillance, particularly as carried out by
1DWLRQDO6HFXULW\$GPLQLVWUDWLRQ
the NSA. It is logical to assume that the US
VXUYHLOODQFHSUDFWLFHVKDVSURYRNHG
government has a sizable advantage over
DSXEOLFGHEDWHDERXWWKHPHULWVRI
other countries in its technical expertise and
HVWDEOLVKLQJDQLQWHUQDWLRQDOVWDQGDUG
DFFHVVWRLQIRUPDWLRQÁRZV,WLVDOVRUHDVRQIRUSULYDF\DQGGDWDSURWHFWLRQ
able to assume that the implied principles
of digital surveillance—as suggested by NSA
—WOLFGANG SCHULZ
practices—are the same around the world:
After Snowden: Toward a Global Data
capture as much information as possible, by
Privacy Standard?
any available means. This is due in part to
structural changes that may not be reversible.
In prior generations, the cost of surveillance
and data acquisition constituted a useful buffer between state surveillance and privacy; resource
constraints forced law enforcement to focus on a limited number of targets on a scale where judicial
oversight was a practical—if imperfect—deterrent against overreach.
Both cyberattacks and surveillance represent threats to a related set of principles of democratic governance: accountability and transparency. The prospect of governments working in the shadows greatly
hinders efforts to document and analyze these activities and to design governance and accountability
systems that include adequate oversight.
2YHUWKHSDVWFRXSOHRI\HDUVODZPDNHUVKDYHHQGHDYRUHGWRGHÀQHWKHFRQWRXUVRISHUPLVVLEOH
speech online and support the development of legal and administrative mechanisms for implementing
regulations. Among the troubling examples of this legislative activity are the rumor regulations enacted in China that criminalize the spread of information deemed defamatory or in some way inaccurate
WKHUHJXODWLRQVGRQRWGHÀQHZKDWFRQVWLWXWHVDUXPRUOHDYLQJLQWHUSUHWDWLRQRSHQWRDXWKRULWLHV ,Q
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9LHWQDP'HFUHHUHVWULFWVEORJVDQGVRFLDOZHEVLWHVWRFRQWHQWUHODWHGWR¶SHUVRQDOLQIRUPDWLRQ·
leaving discussion of news and current events in the realm of forbidden speech. Recent changes to
media law in Jordan require websites that include news and commentary related to Jordan to be
licensed by the government. Amendments to Bangladesh’s ICT law made in August 2013 criminalize
“publishing fake, obscene[,] or defaming information,” or posting materials that “prejudice the image
of the State” or “hurt religious belief.”
1RWLQJWKDWLQWUXVLYHÀOWHULQJFRPHVDWDSROLWLFDOFRVWHYHQIRUDXWKRULWDULDQUHJLPHV5DWKHUWKDQ
PDLQWDLQLQJFRQVWDQWÀOWHULQJUHJLPHVDQLQFUHDVLQJQXPEHURIFRXQWULHVDUHFUDQNLQJXSFRQWUROVIRU
shorter periods of time during times of unrest or political sensitivity such as protests or elections. China and Iran have historically dialed up content controls for periods of time. At an extreme, blacking
out the Internet has become a more common
short-term tool and has been implemented in
2Q-XQH,UDQKHOGSUHVLGHQWLDO
Egypt, Libya, Syria, and Sudan.
HOHFWLRQVWKHȴUVWVLQFHPDVVLYHSUR

In countries committed to protecting online
WHVWVURFNHGWKHFRXQWU\DIWHUIRUPHU
speech, the nature of regulatory challenges
3UHVLGHQW0DKPRXG$KPDGLQHMDGȇV
is different. Drawing a clean line between
UHHOHFWLRQLQ$VZLWKSUHYLRXV
protected and unprotected speech is impossiHOHFWLRQVWKLVHYHQWZDVSUHFHGHGE\D
EOHDQGSURFHVVHVIRUDGMXGLFDWLQJWKHGLIÀFXOW
SHULRGRIH[WHQVLYH,QWHUQHWFHQVRUVKLS
cases get bogged down when operating at the
DQGJHQHUDOEDQGZLGWKUHVWULFWLRQV
scale of the Internet. A core problem is that
DSKHQRPHQRQNQRZQDVȊMXVWLQWLPH
increasing the effectiveness of measures to
EORFNLQJȋ
squash unprotected speech online endangers
—RYAN BUDISH AND PRIYA KUMAR
protected speech and threatens the develJust in Time Censorship: Targeted Interopment of a vibrant space for collaboration
net Filtering During Iran’s 2013 Elections
and innovation. A related concern is that the
legal, administrative, and technical structures
used for legitimate regulatory action are easily
extended to levels that trample civil liberties
DQGEOXQWWKHEHQHÀWVRIHFRQRPLFSROLWLFDODQGVRFLDODFWLYLW\RQOLQH,QPDQ\FRXQWULHVFRPSULVHG
largely of strong democracies, an appreciation for these tensions has supported policies characterized
E\UHJXODWRU\UHVWUDLQWDQGSURPSWHGWKHSDVVDJHRIODZVDQGSROLFLHVWKDWDIÀUPDWLYHO\EXLOGLQ
speech protections. This represents a stark contrast to countries that aggressively constrain online
communication.
The treatment of intermediary liability is perhaps the best single indicator of the tone and general
disposition to online speech—the countries that require intermediaries to police content on their
platforms also tend to employ other strategies to restrict online content and activity, and those that
limit intermediary liability have the most active online environments.
However, promoting productive online activity is by no means straightforward, and for governments
WKDWVHHNWRSURPRWHJUHDWHURQOLQHHQJDJHPHQWDPRQJWKHLUFLWL]HQVDQXPEHURIGLIÀFXOWSROLF\
challenges lie ahead. Among these is resolving a host of complex issues related to cloud computing,
ZKLFKZLOOEHGLIÀFXOWERWKLQWKH:HVWDQGLQOHVVRSHQHQYLURQPHQWV
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Net neutrality and broadband policy
&KLQDPD\EHKRPHWRWKHPRVW,QWHUQHW
debates are tangled up in the age old
XVHUVLQWKHZRUOGDQGLQFUHDVLQJO\
ideological disputes over the proper
VRSKLVWLFDWHG,QWHUQHWFRPSDQLHV
role of government and standards for
EXWZKHQLWFRPHVWRXQOHDVKLQJWKH
intervening in private markets. These
SRWHQWLDORIFORXGFRPSXWLQJ&KLQDODJV
philosophical differences extend as well
EHKLQG
to debates over privacy. Many privacy
advocates expect governments to play
—MARK WU
a more proactive role in crafting online
China Moves to the Cloud
privacy protections, though others favor
a hands-off approach. The EU is taking
DOHDGLQJUROHLQGHÀQLQJPHFKDQLVPV
WRSURWHFWSULYDF\7KHFRPSOH[LWLHVRIWUDQVQDWLRQDOGDWDÁRZVDJDLQFRPHLQWRSOD\LQWKHUHDOPRI
SULYDF\DVFRQÁLFWLQJSULYDF\UHJLPHVPD\LPSHGHDFFHVVWRRXWVLGHSODWIRUPVDQGGDWDVHUYLFHV
Harmonization of these regimes into a global data privacy standard is one possible solution that has
gotten a boost from the NSA surveillance controversy.
The regulatory approaches of the BRIC
countries—Brazil, Russia, India, and China—
$UJXDEO\WKHPRVWLPSRUWDQWOHJLVODWLYH
UHÁHFWPXFKRIWKHYDULDWLRQLQ,QWHUQHWVWUDWDFWLYLW\LQWKHSULYDF\ȴHOGWKLVSDVW
egies. China continues to set the standard
\HDUXQIROGHGLQWKH(XURSHDQ8QLRQ
for applying an extensive and multi-pronged
approach to keeping a lid on digital activism
—VIKTOR MAYER-SCHÖNBERGER
that employs legal, technical, and social
Data Privacy Reform in the European
control mechanisms. Yet online discussions
Union
and debates in China are extremely active
and take on a very wide range of issues and
debates not featured in traditional media.
5XVVLDKDVWUDGLWLRQDOO\UHOLHGXSRQQRQÀOWHULQJPHWKRGVLQFOXGLQJRIÁLQHLQWLPLGDWLRQRIMRXUQDOLVWV
DQGWKHWKUHDWVRIOHJDODFWLRQDQGVXUYHLOODQFHZKLOHDOORZLQJSROLWLFDOGLVFXVVLRQRQOLQHWRÁRXULVK
In both China and Russia, we see evidence that governments are more concerned with political
organizing online that they are with freedom of speech and criticism of the government, although the
WZRDUHLQH[WULFDEO\OLQNHG:KLOHJRYHUQPHQWÀOWHUVFDQVORZWKHGLIIXVLRQRILQIRUPDWLRQDWWHPSWV
to prevent the distribution of ideas, memes,
articles, and videos online have proven to be
,Q,QGLDȇV,QIRUPDWLRQ7HFKQRORJ\
futile. Civil society organizing online, however,
$FWZDVDPHQGHGWRDOORZIRUEURDG
is both a bigger threat to non-democratic and
JRYHUQPHQWFRQWURODQGDXWKRULW\RYHU
semi-democratic regimes and easier to disrupt.
WKH,QWHUQHWLQPDQ\FLUFXPVWDQFHV
In both China and Russia, the approach
appears to be focused on dismantling emer—CHRISTOPHER T. BAVITZ
AND BRYAN HAN
gent efforts at social mobilization before they
India’s Information Technology Act
take hold. This is often achieved by targeting
key hubs and leaders, while allowing a good
degree of political debate to continue.

23

INTERNET MONITOR 2013: 5HȵHFWLRQVRQWKH'LJLWDO:RUOG

GOVERNMENTS AS ACTORS

India and Brazil have much stronger
commitments to freedom of speech, while
,IIXOO\LPSOHPHQWHG,QGLDȇV8QLTXH
diverging in interesting ways from the policies
,GHQWLW\V\VWHPZLOOIXQGDPHQWDOO\
adopted in North America and Europe. India
DOWHUWKHZD\LQZKLFKFLWL]HQVLQWHUDFW
has adopted the safe harbor provisions for
ZLWKWKHJRYHUQPHQWE\FUHDWLQJD
intermediaries that played a key part in the
FHQWUDOO\FRQWUROOHGWHFKQRORJ\EDVHG
emergence of the Internet. The same body of
VWDQGDUGWKDWPHGLDWHVDFFHVVWRVRFLDO
law also opens up a broad range of speech to
VHUYLFHVDQGEHQHȴWVȴQDQFLDOV\VWHPV
possible criminal liability and gives the govWHOHFRPPXQLFDWLRQVDQGJRYHUQDQFH
ernment broad authority to order the blocking
—MALAVIKA JAYARAM
of Internet content. India has also taken large
India’s Identity Crisis
steps to implement a national-level governPHQWLGHQWLÀFDWLRQVFKHPHPHDQWLQSDUWWR
facilitate the provision of government services
and engagement in economic activity, includLQJWRPDQ\RIWKRVHPRVWLQQHHG7KLVLQLWLDWLYHFROOLGHVZLWKDKRVWRIGLIÀFXOWSULYDF\LVVXHVWKDW
remain unresolved. Brazil has at times adopted policies that many would describe as heavy-handed.
Yet Brazil has also experimented with some of the world’s most innovative and progressive approaches for engaging citizens in government decisions using digital tools. If passed into law, the Marco Civil
da Internet in Brazil would perhaps represent
the world’s most extensive legal assertion of
,IDSSURYHGLQLWVRULJLQDOGUDIW0DUFR
individual online rights.
&LYLOZLOOEHDQH[DPSOHRIDSRVLWLYH
ULJKWVHQDEOLQJOHJLVODWLRQFDSDEOHRI
The diversity of regulatory approaches to the
LQȵXHQFLQJRWKHUFRXQWULHV
,QWHUQHWDURXQGWKHZRUOGLVQRZVXIÀFLHQWO\
broad and long that lessons can be reasonably
ȃRONALDO LEMOS
LQIHUUHGZLWKUHDVRQDEOHFRQÀGHQFH7KH
Marco Civil
policies adopted by many governments
designed to protect online speech, enable the
HPHUJHQFHRIFROOHFWLYHDFWLRQDQGSURPRWHEXVLQHVVDFWLYLW\KDYHKDGDVWURQJSRVLWLYHLQÁXHQFHRQ
private sector and civil sector activity. Laws and policies meant to provide online security and limit
harmful speech have been less successful and have often come at the cost of stunting the development of social capital online, although in many cases this was the very objective
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CLOUD COMPUTING AND THE ROLES OF GOVERNMENTS
'DYLG52ȇ%ULHQDQG8UV*DVVHU
*RYHUQPHQWVDURXQGWKHZRUOGLQFUHDVLQJO\HQJDJHZLWKFORXGFRPSXWLQJ³DQXPEUHOODWHUPIRUDQ
emerging trend in which many aspects of computing, such as information processing, collection,
VWRUDJHDQGDQDO\VLVKDYHWUDQVLWLRQHGIURPORFDOL]HGV\VWHPV LHSHUVRQDOFRPSXWHUVDQGZRUNVWDWLRQV WRVKDUHGUHPRWHV\VWHPV LHVHUYHUVDQGLQIUDVWUXFWXUHDFFHVVHGWKURXJKWKH,QWHUQHW 1
&ORXGFRPSXWLQJGHOLYHUVVHYHUDORYHUODSSLQJEHQHÀWVWKDWWRJHWKHUGLVWLQJXLVKLWIURPWUDGLWLRQDO
modes of IT consumption: computational resources are elastic and can be provisioned to many
simultaneous remote users and scaled up or down with demand; services can be sold in economically
HIÀFLHQWSD\DV\RXJRPRGHOVPXFKOLNHDXWLOLW\VHUYLFHDQGRSHUDWLRQDOH[SHUWLVHLQFOXGLQJ,7
management and maintenance, can be outsourced to the cloud-service providers.2
Industry proponents herald these developments as the next big thing, and it appears that governments are listening. Over the course of the last several years, many governments have developed
policy strategies to cultivate and participate in the emerging cloud computing industry. After reviewing
a number of these strategies—led by governments in the US, UK, EU, and Japan—we observed
that governments assume, implicitly or explicitly in executing their cloud initiatives, six distinct yet
overlapping roles towards cloud computing: users, regulators, coordinators, promoters, researchers,
and service providers.3
$VXVHUVJRYHUQPHQWVWDNHDGYDQWDJHRIWKHWHFKQLFDOÁH[LELOLW\DQGFROODERUDWLYHIHDWXUHVRIFORXG
computing by replacing their legacy IT software and hardware with cloud services managed by
JRYHUQPHQWHPSOR\HHVDQGSULYDWHVHFWRUFRQWUDFWRUVVXFKDV*RRJOH$PD]RQDQG0LFURVRIW As
regulators, governments use legislative, judicial, and executive mechanisms to constrain and empower individuals, companies, and others working in the cloud computing industry. As coordinators,
they actively participate in the development of technical standards, facilitate information sharing
between the public and private sectors, and encourage industry players to build consortiums to
coordinate interests. As promoters, governments publicly endorse cloud computing technologies not
only by adopting them as users and encouraging the public to adopt them, but also by incubating
and funding new and existing companies.6 As researchers, they conduct and fund public and private
research initiatives that aim to understand the technical and societal challenges that the new technology presents. Lastly, as providers, governments are offering cloud-related services both to the public
and to other branches of government.8
Although it is too soon to draw conclusions about the effectiveness or appropriateness of the different
roles that governments may play, a number of early observations concerning the scope of these roles
are worth noting.
Based on the rationales stated in their cloud strategies, governments’ objectives related to cloud
computing are multifaceted—for instance, they seek to reduce their IT spending, encourage the development and use of innovative products, and foster their industries’ international competitiveness. The
scope of these objectives, which can vary between countries and even levels within a government,
DUHDOVRVKDSHGE\FRQWH[WXDOIDFWRUVVXFKDVSROLWLFVWKHHFRQRP\DQGFXOWXUDOEDFNGURSV*RYHUQments have a wide range of policy tools at their disposal, which they can tailor to the particular roles
they choose to assume and the objectives they seek to achieve.9 For example, as coordinators and
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researchers, governments can use public-private partnerships to identify areas where policy measures
can be improved and to facilitate the development of technical standards in private industry.10 As proPRWHUVRIWKHLQGXVWU\JRYHUQPHQWVFDQVWUDWHJLFDOO\XVHJRYHUQPHQWÀQDQFLDOVWLPXOXVSURJUDPVWR
encourage the development of new companies and to help existing companies and markets become
more competitive on a global level. These policy tools and roles are not necessarily new observations,
but the high degree of strategic coordination between the tools and the roles, whether deliberately
planned or an emergent behavior, is noteworthy. In historical examples, government interventions in
emerging technologies are often more subtle and involved fewer of the roles described in this context.
*RYHUQPHQWVDUHHQFRXQWHULQJFKDOOHQJHVDVWKH\LPSOHPHQWWKHLUVWUDWHJLHVSDUWLFXODUO\DVWKH\
attempt to balance competing objectives across the six roles.11 As governments become users of
cloud computing services, for example, they implicitly promote individual companies and the industry
as a whole by providing a lucrative revenue stream and by publicly demonstrating approval of the
technology. On the other hand, a government’s promotion of cloud computing can frustrate its
objectives in other roles and raise questions about impartiality. Consider a case in which one branch
of government promotes cloud computing for use by consumers and companies at the same time
that the regulatory branch of government publicly scrutinizes the privacy and security practices of
cloud computing companies.12 Such a situation results in rather confusing public messages that may
undermine government action in either role. The complexities of information sharing among different
government actors or hasty policymaking may be partly to blame for such collisions.
*RYHUQPHQWVWUDWHJLHVDURXQGFORXGFRPSXWLQJDOVRFRQYH\DVWULNLQJVHQVHRIXUJHQF\DQGWKLV
perhaps provides some clues about how governments perceive the importance of the cloud computing
trend. If the predictions from analysts and industry proponents are accurate, then cloud computing
is poised to profoundly change how technology products and services are produced and consumed.13
Computational resources will be more readily available to individuals and companies in developing
regions of the globe, which may catalyze growth in commerce internationally. The countries with the
most successful cloud industries may accumulate not just economic prosperity but also increased
power, particularly since the centralized nature of cloud computing systems can serve as means
WRH[HUWFRQWURORYHUWKHÁRZRILQIRUPDWLRQ Other factors, such as recent controversies involving
international government surveillance, also appear to be punctuating the desire for stronger domestic
cloud industries and legislative protections in countries around the world.
*RYHUQPHQWVKDYHDORQJKLVWRU\RILQWHUYHQLQJLQHPHUJLQJLQGXVWULHVRIWHQZLWKPL[HGUHVXOWV$W
this early stage, the impact of government cloud computing initiatives is far from clear.16 But as they
EHFRPHPRUHGHHSO\LQYROYHGJRYHUQPHQWVPD\ÀQGLWLQFUHDVLQJO\GLIÀFXOWWREDODQFHWKHLULQYROYHment in these roles while maintaining the trust of the public.

Notes
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0LFKDHO$UPEUXVWHWDO´$ERYHWKH&ORXGV$%HUNHOH\9LHZRI&ORXG&RPSXWLQJµ8&
Berkeley Reliable Adaptive Distributed Systems Laboratory, Technical Report No. UCB/EECS-200928, February 10, 2009, http://www.eecs.berkeley.edu/Pubs/TechRpts/2009/EECS-2009-28.pdf;
3HWHU0HOODQG7LPRWK\*UDQFH´7KH1,67'HÀQLWLRQRI&ORXG&RPSXWLQJµ861DWLRQDO,QVWLWXWHIRU
6WDQGDUGVDQG7HFKQRORJ\ 1,67 6SHFLDO3XEOLFDWLRQ6HSWHPEHUKWWSFVUFQLVW
JRYSXEOLFDWLRQVQLVWSXEV63SGI
2.
Ibid.
3.
)RUDQLQGHSWKRYHUYLHZRIWKHVHUROHVDQGWKHLULPSOLFDWLRQVVHH8UV*DVVHUDQG'DYLG
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2·%ULHQ´*RYHUQPHQWVDQG&ORXG&RPSXWLQJ5ROHV$SSURDFKHVDQG3ROLF\&RQVLGHUDWLRQVµIRUWKcoming 2013.

6HHHJ9LYHN.XQGUD)HGHUDO&ORXG&RPSXWLQJ6WUDWHJ\862IÀFHRI0DQDJHPHQWDQG
%XGJHW :DVKLQJWRQ'&)HEUXDU\ KWWSZZZZKLWHKRXVHJRYVLWHVGHIDXOWÀOHVRPE
DVVHWVHJRYBGRFVIHGHUDOFORXGFRPSXWLQJVWUDWHJ\SGI8.*RYHUQPHQW&DELQHW2IÀFH*RYHUQPHQW
&ORXG6WUDWHJ\ /RQGRQ0DUFK KWWSVZZZJRYXNJRYHUQPHQWXSORDGVV\VWHPXSORDGV
DWWDFKPHQWBGDWDÀOHJRYHUQPHQWFORXGVWUDWHJ\BSGI(XURSHDQ&RPPLVVLRQ8QOHDVKLQJ
WKH3RWHQWLDORIWKH&ORXGLQ(XURSH %UXVVHOV6HSWHPEHU KWWSHFHXURSDHXLQIRUPDtion_society/activities/cloudcomputing/docs/com/com_cloud.pdf.

6HHHJ1,67´&ORXG&RPSXWLQJ3URJUDPµKWWSZZZQLVWJRYLWOFORXG´¶&ORXG7HVWEHG
Consortium’ Established,” Japanese Ministry of Internal Affairs and Communications press release,
December 16, 2011, http://www.soumu.go.jp/main_sosiki/joho_tsusin/eng/Releases/TelecommuniFDWLRQVKWPO´'LJLWDO$JHQGD7HFK&(2VDQGOHDGHUVNLFNVWDUWQHZ(8FORXGFRPSXWLQJ
board,” European Commission press release, November 19, 2012, http://europa.eu/rapid/press-reOHDVHB,3BHQKWP
6.
)ORUHQFHGH%RUMD´&ORXG&RPSXWLQJ&RPSDQLHV*HW)XQGLQJLQ)UDQFHµ&ORXG7LPHV6HStember 19, 2012, http://cloudtimes.org/2012/09/19/cloud-funding-france/.

See, e.g., “The Sky Is No Limit: 13 Research Teams Compete in the Clouds,” National SciHQFH)RXQGDWLRQSUHVVUHOHDVH$SULOKWWSZZZQVIJRYQHZVQHZVBVXPPMVS"RUJ 16) FQWQBLG  SUHYLHZ IDOVH(XURSHDQ&RPPLVVLRQ´&ORXG&RPSXWLQJ5HODWHG5HVHDUFKµ
January 2012, http://ec.europa.eu/information_society/activities/cloudcomputing/docs/cloudcomputLQJBUHODWHGBUHVHDUFKBBIXOOSGI9LYHN.XQGUD´7LJKW%XGJHW"/RRNWRWKH¶&ORXG·µ1HZ
York Times, August 31, 2011, http://www.nytimes.com/2011/08/31/opinion/tight-budget-look-tothe-cloud.html.
8.
6HHHJ$QG\*UHHQEHUJ´,%0·V&KLQHVH&ORXG&LW\µ)RUEHV-XO\KWWSZZZ
IRUEHVFRPLEPFKLQDFRPSXWLQJLQWHOOLJHQWWHFKQRORJ\LEPKWPO
9.
*DVVHUDQG2·%ULHQ´*RYHUQPHQWVDQG&ORXG&RPSXWLQJµ
10.
See, e.g., NIST, “Cloud Computing Program,” http://www.nist.gov/itl/cloud/; NIST, “Useful
Documents for Cloud Adopters,” http://collaborate.nist.gov/twiki-cloud-computing/bin/view/CloudComputing/Documents.
11.
)RUPRUHGHWDLOHGDQDO\VLVVHH*DVVHUDQG2·%ULHQ´*RYHUQPHQWVDQG&ORXG&RPSXWLQJµ
12.
6HHHJ3DXO7D\ORU´&ORXGFRPSXWLQJLQGXVWU\FRXOGORVHXSWREQRQ16$'LVFORVXUHVµ)LQDQFLDO7LPHV$XJXVWKWWSZZZIWFRPFPVVIEIGIHDE
IHDEGFKWPO6WHSKDQLH&RQGRQ´)7&4XHVWLRQVFORXGFRPSXWLQJ6HFXULW\µ&1(70DUFK
KWWSQHZVFQHWFRPBKWPO
13.
6HHHJ´*DUWQHU6D\V:RUOGZLGH3XEOLF&ORXG6HUYLFHV0DUNHWWR7RWDO%LOOLRQµ
*DUWQHUSUHVVUHOHDVH)HEUXDU\KWWSZZZJDUWQHUFRPQHZVURRPLGVHHDOVR
/RXLV&ROXPEXV´*DUWQHU3UHGLFWV,QIUDVWUXFWXUH6HUYLFHV:LOO$FFHOHUDWH&ORXG&RPSXWLQJ*URZWKµ
Forbes, February 19, 2013, http://www.forbes.com/sites/louiscolumbus/2013/02/19/gartner-predicts-infrastructure-services-will-accelerate-cloud-computing-growth/.

6HH%UXFH6FKQHLHU´7KH%DWWOHIRU3RZHURQWKH,QWHUQHWµ7KH$WODQWLF2FWREHU
2013, http://www.theatlantic.com/technology/archive/2013/10/the-battle-for-power-on-the-interQHW

*OHQQ*UHHQZDOGDQG(ZHQ0DF$VNLOO´16$3ULVPSURJUDPWDSVLQWRXVHUGDWDRI$SSOH
*RRJOHDQGRWKHUVµ7KH*XDUGLDQ-XQHKWWSZZZWKHJXDUGLDQFRPZRUOGMXQ
us-tech-giants-nsa-data; Jordan Novet, “PRISM could foil the public-cloud campaign, and private
FORXGVPLJKWOLHLQFURVVKDLUVµ*LJD2P-XQHJLJDRPFRPSULVPFRXOGIRLO
the-public-cloud-campaign-and-private-clouds-might-lie-in-crosshairs/.
16.
6HHHJ)UHG%ORFNDQG0DWWKHZ.HOOHUHGV6WDWHRI,QQRYDWLRQ7KH86*RYHUQPHQW·V
5ROHLQ7HFKQRORJ\'HYHORSPHQW /RQGRQ3DUDGLJP3XEOLVKHUV 

See, e.g., Rachel King, “NSA’s Involvement in Standards Setting Erodes Trust,” Wall Street
Journal, October 1, 2013, http://blogs.wsj.com/cio/2013/10/01/nsas-involvement-in-standards-setting-erodes-trust/; NIST, “Cryptographic Standards Statement,” September 10, 2013, http://www.
nist.gov/director/cybersecuritystatement-091013.cfm.
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POLICING SOCIAL MEDIA IN CHINA
5REHUW)DULV
China is renowned for its lukewarm embrace of the open Internet and its willingness to go to great
OHQJWKVWRFXUWDLORQOLQHVSHHFK,WVORQJVWDQGLQJ,QWHUQHWÀOWHULQJDSSDUDWXVWKHVRFDOOHG*UHDW)LUHwall, is intended to prevent users from accessing thousands of websites hosted outside of China. This
centrally coordinated system is based on maintaining a running list of keywords and web addresses
to be blocked. In technical terms, it is quite sophisticated. In terms of content control, it is crude;
thousands of innocuous sites are caught up by the keyword-based logic, while much controversial
content continues to leak through. Amid the thousands of keywords and web addresses on the block
list, the blocking of a handful of social media sites—Facebook, Twitter, YouTube, and various blog
hosting platforms—has arguably had the biggest impact on the Internet in China by ensuring that
GRPHVWLFÀUPVKDYHFRPHWRGRPLQDWHVRFLDOPHGLDPDUNHWVLQ&KLQD7KLVPHDQVWKDWFRQWURORI
social media content in China is a domestic affair.
Over the past several years, microblogging has emerged as the heart and soul of a remarkably vibrant
networked public sphere in China. Social media in China is staggering in scale, both in the number
RISDUWLFLSDQWV UHJLVWHUHGDFFRXQWVDUHFXUUHQWO\HVWLPDWHGDWDERXWKDOIDELOOLRQ DQGLQWKHEUHDGWK
of topics that are discussed. For government censors, this represents a very different and far more
challenging task.
A number of studies over the past year have shed a great deal of light on the mechanisms that are
HPSOR\HGLQ&KLQD7KHÀUVWVWHSLVKROGLQJWKHLQWHUPHGLDULHVUHVSRQVLEOHIRUWKHFRQWHQWWKDWSDVVHV
through their platforms. This in turn has prompted software companies to produce tools for social
PHGLDVLWHVWRVXSSRUWDK\EULGDSSURDFKLQZKLFKWHFKQLFDOÀOWHUVÁDJFRQWHQWIRUVXEVHTXHQWKXPDQ
UHYLHZ7KLVDSSURDFKRIIHUVDPRUHÀQHJUDLQHGDSSURDFKWREORFNLQJFRQWHQWWKDWLQFRUSRUDWHV
human judgment, but at a cost. Back of the envelope calculations suggest that social media companies employ tens of thousands of people to manually review individual posts.1
Among the estimated one hundred million posts each day, a substantial number never make it
through the review process for public viewing. And for those that survive the initial technical screen,
VWXGLHVHVWLPDWHWKDWDQRWKHUSHUFHQWRISRVWVDUHVXEVHTXHQWO\WDNHQGRZQ7KHVHDFWLYLWLHV
leave a digital record that allows researchers to study the targeting of social media censorship. The
evidence supports the view of a system that allows discussion of many controversial topics, but
UHVSRQGVTXLFNO\DQGGHFLVLYHO\WRSUHYHQWVHOHFWHGWRSLFVIURPFDWFKLQJÀUHLQGLJLWDOPHGLD7KH
surprising twist is that criticism of the government is apparently not a factor in social media censorship. Many posts that are highly critical of the government are allowed online as long as they are not
related to hot button topics, while posts that are supportive of government positions are taken down if
related to the most sensitive issues.
This is partial vindication for those who believed that preventing ideas from being spread via the
Internet would prove to be impossible: technology is triumphing over the political will of repressive
governments. However, it supports the notion that authoritarian regimes fear collective action above
DOOHOVH7KHPRVWUHFHQWZDYHRIEORJJHUDUUHVWVZKLFKLQFOXGHVPDQ\KLJKSURÀOHEORJJHUVLVDVLJQ
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that the government is wary of the power of social media in China, despite the massive monitoring
and take-down regime in place. It also points to the inherent fragility of civil society action online.

Additional Reading
*DU\.LQJ-HQQLIHU3DQDQG0DUJDUHW5REHUWV´+RZ&HQVRUVKLSLQ&KLQD$OORZV*RYHUQPHQW
&ULWLFLVPEXW6LOHQFHV&ROOHFWLYH([SUHVVLRQµ$PHULFDQ3ROLWLFDO6FLHQFH5HYLHZQR  
1-18, http://gking.harvard.edu/publications/how-censorship-china-allows-government-criticism-silences-collective-expression.
7DR=KXHWDO´7KH9HORFLW\RI&HQVRUVKLS+LJK)LGHOLW\'HWHFWLRQRI0LFUREORJ3RVW'HOHWLRQVµ
-XO\KWWSDU[LYRUJDEV
David Bamman, Brendan O’Connor, and Noah Smith, “Censorship and deletion practices in Chinese
VRFLDOPHGLDµ)LUVW0RQGD\QR  GRLIPYL

Notes

1.
*DU\-HQQLIHU3DQDQG0DUJDUHW5REHUWV´$5DQGRPL]HG([SHULPHQWDO6WXG\RI&HQsorship in China,” October 6, 2013, http://gking.harvard.edu/publications/randomized-experimental-study-censorship-china.
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AFTER SNOWDEN: TOWARD A GLOBAL DATA PRIVACY STANDARD?
:ROIJDQJ6FKXO]
Edward Snowden’s disclosure of National Security Administration surveillance practices has provoked
a public debate about the merits of establishing an international standard for privacy and data
SURWHFWLRQ2IÀFLDOVIURPDQXPEHURIFRXQWULHVLQFOXGLQJ%UD]LO8UXJXD\'HQPDUN+ROODQGDQG
Hungary, have expressed interest in such a standard. Perhaps the most intriguing development
WKXVIDULVDSURSRVDOE\*HUPDQ\·VIHGHUDOGDWDSURWHFWLRQRIÀFHU3HWHU6FKDDUZKRKDVSURSRVHG
DGGLQJDSURWRFROWR$UWLFOHRIWKH8QLWHG1DWLRQV·,QWHUQDWLRQDO&RYHQDQWRQ&LYLODQG3ROLWLFDO
Rights, which protects against “arbitrary or unlawful interference with…privacy, family, home or
correspondence.”1 This proposal, and the debate that accompanies it, have raised two key questions:
 ,VFUHDWLQJDQHQIRUFHDEOHJOREDOSULYDF\VWDQGDUGHYHQSRVVLEOH"DQG ,IVRZKDWIRUPVKRXOG
WKLVVWDQGDUGWDNH"
Discussions about a global privacy standard predate the Snowden leaks. That being said, the current
debate is very much grounded in the context of the Snowden controversy. Revelations of comparable
SURPLQHQFHDQGVFRSH VXFKDVWKH:LNLOHDNVUHOHDVHVRI KDYHKLVWRULFDOO\KDGDGYHUVHHIIHFWV
RQHIIRUWVWRIXUWKHUVHFXUHWKHSULYDF\RI,QWHUQHWXVHUV*RYHUQPHQWVPDGHWRIHHOYXOQHUDEOHE\
UHYHODWLRQVRIWKLVQDWXUHVRPHWLPHVUHVSRQGGHIHQVLYHO\E\FUDFNLQJGRZQRQOHDNHUVDQGÀQGLQJ
other ways to increase government access to information while reducing transparency. Furthermore,
media coverage of past controversies has framed these leaks in the context of “leakers versus the
JRYHUQPHQWµSXVKLQJDGYRFDWHVRQERWKVLGHVRIWKHLVVXH DVZHOODVPHPEHUVRIWKHSXEOLF WRZDUG
extreme positions that hinder productive discussion and policy development.
Despite this challenging context, a number of resources exist that may help inform the current
discussion. In the last few years, a specialized subset of academic discourse has centered on global
data privacy standards.22QHQRWDEOHVFKRODULQWKLVÀHOG$XVWUDOLDQODZSURIHVVRU*UDKDP*UHHQOHDI
has outlined an approach that differs from Schaar’s protocol addendum in one key aspect: instead
RILQYROYLQJWKH81KHSURSRVHVEXLOGLQJRQWKH&RXQFLORI(XURSH·V &R( H[LVWLQJ'DWD3URWHFWLRQ
&RQYHQWLRQ7KHDUJXPHQWVDJDLQVWDQGLQVXSSRUWRI*UHHQOHDI·VSURSRVDOPD\EHLQGLFDWLYHRI
arguments that will surround Schaar’s proposed amendment to the ICCPR.
Although it is an established practice for non-CoE countries to sign such conventions, critics of
*UHHQOHDI·VDSSURDFKDUJXHWKDWWKHUHDUHIHZDSSDUHQWLQFHQWLYHVIRUWKH86JRYHUQPHQWWRGRVRDW
this time. Furthermore, from a privacy advocate’s standpoint, creating a global data privacy standard
comes with the risk of starting a “race to the bottom.” This theory holds that as soon as a widespread
data privacy treaty is in force, states with greater protective measures would have to justify why their
PHDVXUHVH[FHHGJOREDOVWDQGDUGV6WXGLHVVXJJHVWKRZHYHUWKDWWKLVIHDULVXQIRXQGHG*UHHQOHDI
himself has demonstrated that data privacy laws have a global trajectory that increasingly favors
expanding protections rather than rolling them back. He adds that the primary principles shaping this
trajectory draw on the EU Directive more than any other source.3
*UHHQOHDI·VDUJXPHQWVDQGWKRVHRIRWKHURSWLPLVWLFDGYRFDWHVRILQFUHDVHGGDWDSURWHFWLRQDUH
further bolstered by trends in the private sector driven by greater public demand for data protection.
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A primary example of this is how some IT companies, rather than viewing data protection standards
as a state-imposed cost, are emphasizing privacy protection as a key selling point to consumers.
,Q*HUPDQ\IRULQVWDQFH,QWHUQHWVHUYLFHSURYLGHUVQRZDGYHUWLVHWKHIDFWWKDWWKH\HQFU\SWHPDLO
communication. These trends indicate that a shift to high data protection standards could be
supported not only by government forces but also by private sector companies that wish to cater to
public demand.
*LYHQWKHVHGHYHORSPHQWVWKHUHLVJRRGUHDVRQWREHOLHYHWKDWDJOREDOVWDQGDUGIRUGDWDSULYDF\
could be created and enforced. Determining what this standard should look like, who should be
responsible for enforcing it, and what power it will actually have to shape the continuing evolution
of the Internet will require further scholarship and debate. Academia can play a pivotal role in this
process by generating research to focus the problem, creating and evaluating public and private
solutions, and providing a platform for debate.
As the conversation moves from scholarship to policy creation, the ITU could serve as a suitable
platform for negotiations, especially when paired with UNESCO involvement to monitor implications
for freedom of speech. But it may also be necessary to think creatively about negotiating a new treaty
independent of established UN institutions—a similar process was used to create the Rome Statute,
which serves as the basis for the International Criminal Court.
The process of creating a global standard for data privacy requires an undeniably delicate balancing
act that must negotiate a complex interplay of technological, social, economic, legal, and political
factors. It is a process, however, that offers the chance to create a healthier Internet where all global
FLWL]HQVFDQHQMR\WKHEHQHÀWVRILQWHUFRQQHFWLYLW\ZLWKRXWXQGXO\FRPSURPLVLQJWKHLURZQVHFXULW\
:KLOHVXFFHVVPD\EHXQFHUWDLQWKLVJRDOLVGHÀQLWHO\ZRUWKSXUVXLQJ

Notes

1.
Peter Schaar, “Prism und Tempora: Zügellose Überwachung zurückfahren!,” Der Spiegel,
-XQHKWWSZZZVSLHJHOGHQHW]ZHOWQHW]SROLWLNSHWHUVFKDDU]XSULVPXQGWHPSRUD
XHEHUZDFKXQJ]XUXHFNIDKUHQDKWPO6HHDOVR,QWHUQDWLRQDO&RYHQDQWRQ&LYLODQG3ROLWLFDO
5LJKWV ,&&35 DGRSWHG'HFHPEHU*$5HV$ ;;, 81*$256XSS 1R
 DW81'RF$  8176HQWHUHGLQWRIRUFH0DUFKKWWS
WUHDWLHVXQRUJGRF3XEOLFDWLRQ81769ROXPHYROXPH,(QJOLVKSGIDUW

*UDKDP*UHHQOHDI´8UXJXD\6WDUWV&RQYHQWLRQ·V*OREDO-RXUQH\ZLWK$FFHVVLRQ
7RZDUGD*OREDO3ULYDF\7UHDW\"µPrivacy Laws & Business International Report, Issue 122, 20 $SULO 5HVHDUFK3DSHU1RKWWSSDSHUVVVUQFRPVROSDSHUVFIP"DEVWUDFWB
LG +DNVRR.R´/DZDQG7HFKQRORJ\RI'DWD3ULYDF\$&DVHIRU,QWHUQDWLRQDO
Harmonization,” Seoul National University School of Law, June 13, 2012, http://papers.ssrn.com/
VROSDSHUVFIP"DEVWUDFWBLG $OHVVDQGUR0DQWHOHUR´'DWD3URWHFWLRQLQD*OREDO:RUOGµ
Polytechnic University of Turin Nexa Center for Internet & Society-XQHKWWSSDSHUVVVUQFRPVROSDSHUVFIP"DEVWUDFWB
LG 

*UDKDP*UHHQOHDI´*OREDO'DWD3ULYDF\LQD1HWZRUNHG:RUOGµLQResearch Handbook
on Governance of the Internet, ed. I. Brown and Edward Elgar, 2012, http://papers.ssrn.com/sol3/
SDSHUVFIP"DEVWUDFWBLG 
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JUST IN TIME CENSORSHIP: TARGETED INTERNET FILTERING DURING
IRAN’S 2013 ELECTIONS
5\DQ%XGLVK
3UL\D.XPDUFRQWULEXWHGWRWKLVUHSRUW
2Q-XQH,UDQKHOGSUHVLGHQWLDOHOHFWLRQVWKHÀUVWVLQFHPDVVLYHSURWHVWVURFNHGWKH
country after former President Mahmoud Ahmadinejad’s reelection in 2009. As with previous elections, this event was immediately preceded by a period of extensive Internet censorship and general
bandwidth restrictions, a phenomenon known as “just-in-time blocking.”1 In the month surrounding
the elections, Herdict, a platform that collects crowdsourced data about inaccessible and censored
websites, and ASL 19, an anti-censorship advocacy organization, partnered to monitor the extent of
the censorship.
During the partnership, ASL 19 asked Iranian users of the Psiphon circumvention tool to report
LQDFFHVVLEOHZHEVLWHVWR+HUGLFW%HWZHHQ-XQHDQG-XO\+HUGLFWUHFHLYHGUHSRUWV
from Iran that provide a unique look at Iranian censorship immediately before and after the election.
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)LJXUH+HUGLFWUHSRUWVIURP,UDQ VHOHFWVLWHV -XQH-XO\
Mohammad Hassan Nami, Iran’s Minister of Communications and Information Technology during
this period, told Tasnim News Agency that the restrictions on Internet usage were part of “security
measures taken to preserve calm in the country during the election period,” according to Radio Free
Europe.2 However, Herdict data shows a far broader set of restrictions on freedom of expression
online.
Herdict users from Iran reported substantially more inaccessible sites with foreign domains than local
LUVLWHV%HWZHHQ-XQHDQG-XO\+HUGLFWUHFHLYHGDFFHVVLEOHUHSRUWVDQGLQDFFHVVLEOHUHSRUWVIURP,UDQIRUDQRYHUDOOLQDFFHVVLELOLW\UDWHRISHUFHQW2IWKHLQDFFHVVLEOH
UHSRUWVRQO\SHUWDLQHGWRVLWHVRQWKH,UDQLDQWRSOHYHOGRPDLQ LU WKHUHPDLQLQJLQDFFHVVLEOHUHSRUWVSHUWDLQHGWRQRQLUVLWHV HJIDFHERRNFRP\RXWXEHFRPHWF 
$6/FRQGXFWHGVXUYH\VWKDWFRQÀUPWKLVGDWD7KHLUVXUYH\VVKRZ,UDQLDQVH[SHULHQFHGPRUH
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GLIÀFXOW\ZLWKQRQLUZHEVLWHVWKDQZLWKLUZHEVLWHV%HWZHHQ-XQHDQG-XO\SHUFHQWRI
survey respondents reported normal access to .ir websites, compared to 6 percent who reported normal access to non-.ir websites. During the same period, 90 percent of Herdict reports about .ir sites
indicated those sites were accessible, compared to a 60 percent accessibility rate for non-.ir sites.
Censorship in Iran during this period was neither monolithic nor static, something underscored by
ORRNLQJDWVRPHVSHFLÀFVLWHV)DFHERRN7ZLWWHUDQG<RX7XEHDUHVRPHRIWKHPRVWSRSXODUVLWHV
LQWKHZRUOGDVZHOODVIUHTXHQWWDUJHWVRIFHQVRUVKLS'XULQJWKHHOHFWLRQSHULRGDQG
percent of reports from Iran about these sites, respectively, indicated that they were inaccessible. ASL
19 survey data also showed limited access to these sites.
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Figure 2: Percentage of Herdict reports indicating site inaccessible in Iran: June 1-July 1, 2013
In the post election period, access appears to have substantially improved. This is particularly true
IRU,UDQLDQQHZVVLWHV+HUGLFWFROOHFWHGUHSRUWVDERXWWKHZHEVLWHVIRU)DUVL1HZV*RR\D1HZV
Iran News Network, Iranian Labour News Agency, Islamic Republic News Agency, Mashregh News,
Mehr News, and Meyar News. Immediately following the election, 26 percent of the reports Herdict
received about these sites indicated inaccessibility. But just over a week later, this number had
GURSSHGWREDUHO\RYHUSHUFHQW
,PPHGLDWHO\IROORZLQJKLVHOHFWLRQ3UHVLGHQW+DVVDQ5RXKDQLDFNQRZOHGJHGWKDW,QWHUQHWÀOWHULQJ
doesn’t work and called social networking sites “a welcome phenomenon.” Whether this will lead to
fundamental changes in the way Iran treats Internet freedom remains to be seen. But this most recent
HOHFWLRQGHPRQVWUDWHVWKDW,UDQFRQWLQXHVWRLPSURYHLWVSURÀFLHQF\DWWDUJHWHGFHQVRUVKLSFRQFXUUHQW
with major events such as elections and historical anniversaries.

Notes

1.
5RQDOG'LHEHUWDQG5DIDO5RKR]LQVNL´*RRGIRU/LEHUW\%DGIRU6HFXULW\"*OREDO&LYLO6RFLHW\DQGWKH6HFXULWL]DWLRQRIWKH,QWHUQHWµLQ$FFHVV'HQLHGHG5RQDOG'HLEHUWHWDO &DPEULGJH
0,73UHVV 
2.
*ROQD](VIDQGLDUL´,UDQ$GPLWV7KURWWOLQJ,QWHUQHW7R¶3UHVHUYH&DOP·'XULQJ(OHFWLRQµ5DGLR
Free Europe/Radio Liberty, June 26, 2013, http://www.rferl.org/content/iran-internet-disruptions-elecWLRQKWPO
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CHINA MOVES TO THE CLOUD
0DUN:X
China may be home to the most Internet users in the world and increasingly sophisticated Internet
companies, but when it comes to unleashing the potential of cloud computing, China lags behind.
Industry analysts estimate that China currently accounts for only 3 percent of the global cloud
computing market.1,QWKH*OREDO&ORXG&RPSXWLQJ5HSRUW&KLQDSODFHGWKRXWRI
countries in terms of the conduciveness of its policy environment for cloud computing.2 Realizing the
importance of this emergent technology and not wishing to be left behind, China is in the midst of an
aggressive push to expand its cloud computing infrastructure and services. This initiative involves a
mixture of government and private efforts. All of these efforts, however, are constrained by political
and economic considerations that will likely result in Chinese “clouds” being unique, rather than fully
integrated with the rest of world.
7KHLPSRUWDQFHRIFORXGFRPSXWLQJWRWKH&KLQHVHJRYHUQPHQWLVUHÁHFWHGE\LWVOLVWLQJDVRQHRI
VHYHQSULRULW\DUHDVLQWKHJRYHUQPHQW·V7ZHOIWK)LYH<HDU3ODQ  ,Q1RYHPEHUWKH
1DWLRQDO'HYHORSPHQWDQG5HIRUP&RPPLVVLRQ 1'5& DORQJZLWKWKH0LQLVWU\RI,QGXVWU\DQG
,QIRUPDWLRQ7HFKQRORJ\ 0,,7 DQGWKH0LQLVWU\RI)LQDQFHDJUHHGWRHDUPDUN5PEELOOLRQ 
PLOOLRQ WRSURMHFWVLQFORXGFRPSXWLQJ37KHVHSURMHFWVDUHEHLQJDLGHGE\VLJQLÀFDQWJRYHUQPHQW
investments in the development of data centers around the country and are being overseen by an
NDRC expert committee tasked with guiding the development of the Chinese cloud computing
industry.
The central government is developing cloud computing pilot programs in several cities with varied
DUHDVRIIRFXV)RUH[DPSOHWKH%HLMLQJ+DUPRQ\&ORXG3URMHFW
IRFXVHVRQGHYHOoping infrastructure-as-a-service, as well as cloud applications in storage and search; the Shanghai
&ORXG6HD3URMHFW
WDUJHWVVPDOOEXVLQHVVÀQDQFLDOVHUYLFHVKHDOWKFDUHDQGPHGLD

services. ,QRWKHUDUHDVIURP*XDQJ]KRXWR&KRQJTLQJORFDOJRYHUQPHQWVDUHRIIHULQJWKHLURZQ
LQFHQWLYHV³UDQJLQJIURPODQGJUDQWVWRVSHFLDOWD[EHQHÀWV³WRDWWUDFWFORXGFRPSXWLQJLQGXVWU\
investment.
Beyond serving as a policy coordinator, the government itself is an active user of cloud technology.
,WVUDSLGDGRSWLRQRIFORXGVHUYLFHVLVGULYHQE\LWVGXDOLQWHUHVWVLQLQFUHDVLQJZRUNSODFHHIÀFLHQF\
and providing a jump-start to the industry. In addition to e-government initiatives, the state is likely
to promote the adoption of cloud-based solutions in health care and education, as well as possible
cloud initiatives in several industries dominated by state-owned enterprises such as petrochemical,
telecommunications, and electricity.6
Despite these many domestic initiatives, foreign companies hoping to tap into China’s burgeoning
market face a number of regulatory restrictions. This includes limitations on foreign investment in
telecommunications and value-added services that effectively require multinationals to engage in joint
ventures with Chinese partners. Furthermore, foreign companies must comply with Chinese regulations on content controls, encryption, and state secrets.
Leading foreign cloud providers are taking different approaches to Chinese restrictions. IBM opened
a cloud computing center in Beijing as early as 2008 and has engaged in multiple joint venture
projects, including collaborating with China’s Range Technology in the development of Asia’s largest
cloud computing center in Langfang, Hebei, near Beijing.8 Intel Capital has invested in a number of
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Chinese cloud computing projects and start-ups.9 And, in March 2012, IT service provider Internet
Initiative Japan agreed to a joint venture with China Telecom to build and operate a cloud-computing
SODWIRUPLQFRQMXQFWLRQZLWKWKHFRXQWU\·VGRPLQDQWÀ[HGOLQHSURYLGHU10
Meanwhile, major Chinese Internet companies are engaged in an aggressive push to expand their
own cloud-related offerings. The earliest mover and a widely-acknowledged industry leader is Ali
&ORXG DOVRNQRZQE\LWV&KLQHVHPRQLNHU$OL\XQ $OL&ORXGZDVVSXQRIIIURPWKH$OLEDED*URXS
China’s largest B2B Internet company. It focuses on providing a broad-range of cloud-based services,
LQFOXGLQJHPDLOVWRUDJH&50VDOHVIRUFHPDQDJHPHQWLQYHQWRU\PDQDJHPHQWDQGÀQDQFLDO
management. Several other leading Chinese Internet companies, including Tencent and Shanda, are
also actively engaged in pursuing cloud-oriented initiatives.11
Huawei, China’s global telecommunications equipment giant, also recently developed Huawei Telco
Cloud Solutions and is offering private and public cloud solutions, as well as partnering with several
multinationals to offer enterprise-to-enterprise vertical IT solutions. Huawei reports that its cloud
solutions are being used by several top telecommunications carriers including China Mobile, China
7HOHFRP9RGDIRQHDQG67&,WRSHUDWHVPRUHWKDQFORXGGDWDFHQWHUVJOREDOO\LQFOXGLQJWKH
world’s largest for China Mobile. 12
Until recently, two large US public cloud service providers—Amazon and Microsoft—have stood
on the sidelines of the Chinese market. But that too is beginning to change as Chinese competitors
UDSLGO\DWWUDFWQHZXVHUVIRUSXEOLFFORXGVHUYLFHV0LFURVRIWEHFDPHWKHÀUVWPXOWLQDWLRQDOWRUHFHLYH
WKHQHFHVVDU\TXDOLÀFDWLRQVWRRIIHUSXEOLFFORXGFRPSXWLQJVHUYLFHVLQ&KLQD13 In June 2013,
0LFURVRIWEHJDQRIIHULQJLWV:LQGRZV$]XUHSODWIRUPLQFRQMXQFWLRQZLWK9LDQHWD&KLQHVHGDWD
center service provider. Amazon, meanwhile, has made no announcements of any plans to enter the
Chinese market.
While multinationals are only beginning to offer public cloud services in China, the country’s leading
search provider, Baidu, has built up its own public cloud offering at an astonishing speed. Baidu
&ORXGSURYLGHVRQOLQHVWRUDJHRISKRWRVFRQWDFWVDQGQRWHV/LNH*RRJOH%DLGXLVKRSLQJWKDWLWV
leadership in search, as well as a comprehensive range of other offerings, from music streaming to
word processing, will drive everyday users to its cloud. Baidu Cloud is growing at a rate of 200,000
QHZXVHUVSHUGD\H[SDQGLQJIURPPLOOLRQXVHUVLQODWHWRRYHUPLOOLRQE\PLG
Despite the recent aggressive push, cloud computing in China faces four major challenges. These
include gaps in the Chinese cloud computing ecosystem, user adoption concerns, lagging tools for
cloud management, and regulatory limitations. Developments in each of these fronts are worth
monitoring for anyone concerned with the future of cloud computing in China.
In terms of a comprehensive ecosystem to support cloud computing, recent Chinese government iniWLDWLYHVDUHVHUYLQJWRDOOHYLDWHKDUGZDUHLQIUDVWUXFWXUHSUREOHPV%XWKDUGZDUHDORQHLVLQVXIÀFLHQW$
robust cloud computing offering also requires a multitude of software to cover interfaces with different
consumer segments as well as middleware. Chinese government policies have emphasized open
source solutions, but some companies are also developing proprietary tools. In addition, the success
RI,%0DQGRWKHUVRXWVLGHRI&KLQDKDVEHHQGXHLQSDUWWRUREXVWV\VWHPVLQWHJUDWLRQ 6, VHUYLFHV
that assist in the creation of cloud-based solutions for users. SI providers with a deep understanding
of cloud-based tools are only just starting to emerge in China. Lastly, while China has wide broadband penetration, download speeds in many parts of the country remain slow. These elements of the
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ecosystem require further development to avoid creating bottlenecks in the cloud industry’s evolution.
Adoption of cloud computing may also be hampered by lagging user knowledge and adoption willingness. A survey by Accenture of senior Chinese IT executives in 2010 found them to be well behind
their American counterparts in terms of their knowledge and actual use of cloud-based services.
Chinese executives expressed deep skepticism of public cloud services, particularly in terms of data
security and access by foreign governments.16 Even those enterprises that have moved to the cloud
have preferred to use private, rather than public, cloud solutions. Moreover, Chinese executives
appear to be primarily focused on taking advantage of the cloud for process improvement and cost
savings, and less interested in cloud-based innovation.18 Unless these user-related limitations are
RYHUFRPHWKH\ZLOOVWLÁHWKHGHYHORSPHQWRI&KLQHVHSOD\HUVLQWRJHQXLQHZRUOGFODVVLQQRYDWRUV
particularly with respect to public cloud services.
&RQVXPHUFRQÀGHQFHLQFORXGEDVHGVROXWLRQVDOVRGHSHQGVRQWKHDYDLODELOLW\RIUREXVWFORXG
management tools. Users need to be assured of the reliability of providers’ capabilities in terms of
managing data across data centers, ensuring disaster recovery, protecting privacy, tailoring intelligent services, etc. On these fronts, China’s domestic players still appear to lag behind the more
experienced multinationals.19 Multinationals, however, may be reluctant to share their latest and
most sophisticated tools with Chinese joint venture partners in the face of negative past episodes of
IP theft and perceptions of inconsistent enforcement. The pace and quality at which Chinese cloud
management tools evolve, based on either homegrown solutions or foreign technology transfer, will
also impact the growth of the industry.
Finally, regulatory controls present a huge barrier not only to the ability of foreign multinationals to
operate in China. They also indirectly hamper the ability of China’s domestic players to develop the
FDSDFLW\WRH[SDQGWKHLUKRPHJURZQVROXWLRQVRYHUVHDV7KH*UHDW)LUHZDOODQGRWKHU&KLQHVHJRYHUQmental controls ensure that much of the world’s public cloud solutions will not be easily accessible
within China.20 Meanwhile, China’s indigenous cloud solutions will be tailored to Chinese regulatory
demands and are likely to be different than those offered elsewhere. This means that despite rapid
growth projections, in the medium term, only the few Chinese multinationals with deep resources and
extensive experience overseas, such as Huawei, have any potential to develop solutions that can meet
Chinese demands and compete internationally with solutions offered by global industry leaders.
Like the rest of the Internet, the cloud will become increasingly Chinese in the coming years. Large
investments by the government and private companies are paving the way for faster growth of cloud
FRPSXWLQJLQ&KLQDDQGFUHDWLQJVLJQLÀFDQWRSSRUWXQLWLHVIRUERWKGRPHVWLFDQGLQWHUQDWLRQDOWHFKQRORJ\ÀUPV0XFKUHPDLQVXQFHUWDLQKRZHYHUDERXWKRZWKHXQLTXHREVWDFOHVWR,QWHUQHWLQQRYDWLRQ
in China can be overcome. Until these obstacles are dealt with, the greatest likelihood is that China
will remain a fast follower, albeit a critically important one, rather than a genuine global leader in
cloud computing.
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DATA PRIVACY REFORM IN THE EUROPEAN UNION
9LNWRU0D\HU6FK¸QEHUJHU
,QWKHPLGVWRIFRQWLQXLQJSULYDF\WXVVOHVVXFKDVRYHU)DFHERRN·VDQG*RRJOH·VSULYDF\SROLFLHVDQG
somewhat unexpected new challenges, such as the PRISM and TEMPORA revelations, arguably the
PRVWLPSRUWDQWOHJLVODWLYHDFWLYLW\LQWKHSULYDF\ÀHOGWKLVSDVW\HDUXQIROGHGLQWKH(XURSHDQ8QLRQ
Almost two decades ago, and before the Internet became popular, the European Union put in place
comprehensive data protection and privacy legislation, the so-called data protection directive. It was
the result of years of intense negotiations and mandated that EU member states implement a high
level of privacy protection as laid out in the directive by passing appropriate national laws covering
data processing of personal information in both the public and the private sector.
In the wake of the Internet’s meteoric rise to permeate almost all areas of life, and with social
networking platforms and mobile smartphones turning into mass phenomena, the European Commission put forward a plan to update the EU’s privacy framework and bring it into the 21st century. To
that end, in late 2011 the Commission circulated a new draft privacy regulation, to be enacted by the
European Union.
This draft regulation is an evolution of the directive, but it also breaks with the past, both structurally
and substantively. Structurally, as a regulation it would become directly applicable law in the EuropeDQ8QLRQUDWKHUWKDQ DVWKHGLUHFWLYH QHHGLQJWREHLPSOHPHQWHGWKURXJKQDWLRQDOOHJLVODWLRQ7KLV
would mean that implementation differences that to an extent have plagued the European privacy
IUDPHZRUNZRXOGGLVDSSHDU DOWKRXJKHQIRUFHPHQWGLIIHUHQFHVPLJKWFRQWLQXH 6XEVWDQWLYHO\WKH
GUDIWLQFOXGHVIRXULQQRYDWLRQV  D´ULJKWWREHIRUJRWWHQµ  DULJKWRIGDWDSRUWDELOLW\  GDWD
EUHDFKQRWLÀFDWLRQUHTXLUHPHQWVDQG  DQLQFUHDVHGUROHIRUDFFRXQWDELOLW\³DOOSDLUHGZLWKPRUH
VWULQJHQWHQIRUFHPHQWWKDWLQFOXGHVGUDVWLFDOO\KLJKHUÀQHVIRUEUHDFKHV
While touted by the Commission as a complete overhaul of the privacy framework that meets not
simply present but also future privacy challenges, the draft is relatively conservative. Some of its
´QRYHOµHOHPHQWVDOUHDG\H[LVWLQVRPHIRUPLQWKHH[LVWLQJGLUHFWLYHDQGZHUHPHUHO\H[SDQGHG DQG
UHEUDQGHG 7KLVFDQEHVHHQERWKDVDQDGYDQWDJH EHFDXVHDWLWVFRUHLWVLJQDOVFRQWLQXLW\ DQG
DVDGLVDGYDQWDJH EHFDXVHLWPD\EHDQLQVXIÀFLHQWUHDFWLRQWRFKDQJLQJWLPHV ([SHFWHGO\JLYHQ
its prominence, the draft was heavily criticized by stakeholders, who alternately argued that it went
either too far or not far enough.
In 2012, intense discussion over the Commission draft ensued in Brussels and throughout Europe.
The European Parliament held hearings, and both the European Parliament and the European Council
ZKRPXVWIRUPDOO\YRWHIRUVXFKDUHJXODWLRQWREHHQDFWHG SXWIRUZDUGWKHLURZQGUDIWV7KHVH
FODULÀHGWKH´ULJKWWREHIRUJRWWHQµDQGUHGLUHFWHGWKHGDWDSRUWDELOLW\ULJKWZKLOHGDWDEUHDFKGXWLHV
and enforcement actions were watered down to make them more palatable to industry.
6LJQLÀFDQWGLIIHUHQFHVLQRSLQLRQRQGHWDLOVSHUVLVWEHWZHHQ&RPPLVVLRQ&RXQFLODQG3DUOLDPHQW
with the Commission aiming to get a regulation passed as soon as possible, the Council somewhat
reluctant, and the Parliament arguing for a pragmatic, yet effective measure protecting citizens. The
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next twelve months will likely be crucial in whether and what regulation will protect the privacy in
Europe in the years to come.

Additional Reading
European Commission, Data Protection: Newsroom, http://ec.europa.eu/justice/newsroom/data-proWHFWLRQQHZVBHQKWP
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THE INFORMATION TECHNOLOGY ACT AND INTERMEDIARY LIABILITY
IN INDIA
&KULVWRSKHU7%DYLW]DQG%U\DQ+DQ

Introduction
,QGLD·V,QIRUPDWLRQ7HFKQRORJ\$FW WKH´,7$FWµ HQDFWHGLQFRYHUVVHYHUDODVSHFWVRIRQOLQH
and new media technologies in the country, including the security of electronic records and digital
VLJQDWXUHFHUWLÀFDWHV1 In 2008, the IT Act was amended to allow for broad government control and
authority over the Internet in many circumstances.2
Three features of the amended Act are particularly worthy of note. First, the Act contains provisions
WKDWDOORZIRUJRYHUQPHQWEORFNLQJRIZHEVLWHV6HFRQGSURYLVLRQVLQWKH,7$FW DQGDQDORJRXV
SURYLVLRQVLQ,QGLD·V&RS\ULJKW$FW SURYLGHIRU´VDIHKDUERUVµDYDLODEOHWRRQOLQHLQWHUPHGLDULHV$QG
third, the Act creates several computer-related criminal offenses that directly relate to online speech
and the ability of Internet users to engage in free expression.

*RYHUQPHQW%ORFNLQJRI:HEVLWHV
8QGHU6HFWLRQ$RIWKH,7 $PHQGPHQW $FWWKHJRYHUQPHQWLVDOORZHGWREORFNDFFHVVRI
LQIRUPDWLRQWKURXJKDQ\FRPSXWHUUHVRXUFHLILW´LVVDWLVÀHGLWLVQHFHVVDU\RUH[SHGLHQWVRWRGRLQ
the interest of the sovereignty or integrity of India, defense of India, security of the State, friendly
relations with foreign States or public order or for preventing incitement to the commission of any
cognizable offense.” Section 69 also allows the government to intercept, monitor, or decrypt any
computer resource for the reasons outlined in § 69A, or to investigate a criminal offense. Section 69B
allows the government to monitor and collect any information in order to enhance cyber security or
prevent the spread of a computer virus. The government has relied on the IT Act’s broad provisions
to take sweeping action, disabling access to online content deemed to be of concern. In the summer
of 2012, fake videos of Muslims being tortured and promising retaliation—allegedly posted online
by radical groups in Pakistan—led to clashes between Muslims and migrant workers from the
northeastern state of Assam, causing a massive exodus of Assamese from other parts of the country.
In response, the Indian Telecommunications Ministry ordered ISPs and intermediaries to block access
to around 300 websites and threatened legal action against those who did not comply.3 These sites
included legitimate news organizations such as ABC and Al Jazeera, as well as social media sites
VXFKDV)DFHERRN7ZLWWHUDQG*RRJOH6RFLDOQHWZRUNLQJVLWHVFRPSOLHGZLWKWKHJRYHUQPHQWV·
orders, while ABC issued a statement saying it was “surprised by the action.” A report by Pranesh
Prakash of The Centre for Internet & Society noted many technical errors and inconsistencies in list of
blocked sites and questioned the effectiveness of the government’s efforts.

Safe Harbors
6HFWLRQRIWKH$FWRXWOLQHVOLDELOLW\IRULQWHUPHGLDULHVKRVWLQJFRQWHQWWKDWPD\YLRODWH,QGLD·V
ODZV7RTXDOLI\DVDQLQWHUPHGLDU\XQGHUWKH,7$FWDZHEVLWHPXVWHLWKHU  IXQFWLRQRQO\WR
provide access to a communication system over which information made available by third parties
LVWUDQVPLWWHGRUWHPSRUDULO\KRVWHGRU  QRWLQLWLDWHVHOHFWWKHUHFHLYHURIRUVHOHFWRUPRGLI\
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the information contained in transmissions by users. Intermediaries are not liable for third-party
information, data, or communication links they host. They lose this immunity, however, if they
conspire, aid, or abet the commission of an unlawful act, or if they fail to remove material that
YLRODWHVWKHODZDIWHUUHFHLYLQJQRWLÀFDWLRQIURPWKHJRYHUQPHQWRU´DFWXDONQRZOHGJHµIURPDQ\
source that the material is being used to commit an unlawful act.
*XLGHOLQHVLVVXHGE\WKH0LQLVWU\RI&RPPXQLFDWLRQVDQG,QIRUPDWLRQ7HFKQRORJ\LQ$SULO
limited the scope of the safe harbor, requiring intermediaries to prevent access to objectionable
FRQWHQWDFURVVDEURDGO\GHÀQHGUDQJHRIFRQWHQWLIUHTXHVWHGE\DSXEOLFRIÀFLDORUSULYDWHLQGLYLGXDO
This includes material that is “grossly harmful, harassing, blasphemous,” “hateful, or racially,
ethnically objectionable, disparaging,” “communicates any information which is grossly offensive or
menacing in nature,” “threatens the unity, integrity, defense, security or sovereignty of India, friendly
relations with foreign states,” or “is insulting any other nation.”6
Courts in India have interpreted the IT Act to not cover alleged copyright or patent infringement.
In June 2012, amendments to the Copyright Act created a safe harbor provision for websites for
FRS\ULJKWLQIULQJHPHQW8QGHU  F RIWKH&RS\ULJKW$FWDVDPHQGHG´WUDQVLHQWRULQFLGHQWDO
storage” of a work, where the links, access, or integration have not been expressly prohibited by the
right holder, is not copyright infringement unless the person responsible for the copy has reasonable
grounds for believing it is copyright infringement.8

Criminal Liability
Section 66A of the amended IT Act extends criminal liability beyond receipt of stolen computer
resources, identity theft, cheating by impersonation, violation of privacy, cyberterrorism, obscenity,
and child pornography to cover the sending of offensive messages through a communications service.
A person is criminally liable for sending, via computer, “any information that is grossly offensive or has
menacing character,” information the sender knows to be false “for the purpose of causing annoyance,
inconvenience, danger, obstruction, insult, injury, criminal intimidation, enmity, hatred, or ill will,” or
electronic messages sent “for the purpose of causing annoyance or inconvenience, or to deceive or
mislead the recipient about the origin of such messages.” In response to public outcry against arrests
made under §66A, the government issued a directive on January 9, 2013, requiring prior approval by
VHQLRUSROLFHRIÀFLDOVEHIRUHPDNLQJDUUHVWV9
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Department of Electronics and Information Technology, Ministry of Communications Technology,
*RYHUQPHQWRI,QGLD&\EHU6HFXULW\6WUDWHJ\&XUUHQW6FHQDULRKWWSGHLW\JRYLQFRQWHQWFXUUHQW
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INDIA’S IDENTITY CRISIS
0DODYLND-D\DUDP
,QGLD·V8QLTXH,GHQWLW\ 8,' SURMHFWLVDOUHDG\WKHZRUOG·VODUJHVWELRPHWULFVLGHQWLW\SURJUDPDQGLW
LVVWLOOJURZLQJ$OPRVWPLOOLRQSHRSOHKDYHEHHQUHJLVWHUHGLQWKHSURMHFWGDWDEDVHZKLFKFROOHFWVDOOWHQÀQJHUSULQWVLULVVFDQVRIERWKH\HVDSKRWRJUDSKDQGGHPRJUDSKLFLQIRUPDWLRQIRUHDFK
registrant. Supporters of the project tout the UID as a societal game changer. The extensive biometric
information collected, they argue, will establish the uniqueness of each individual, eliminate fraud,
and provide the identity infrastructure needed to develop solutions for a range of problems. Despite
WKHVHSRWHQWLDOEHQHÀWVKRZHYHUFULWLFDOFRQFHUQVUHPDLQDERXWWKH8,'·VOHJDODQGSK\VLFDODUFKLtecture as well as about unforeseen risks associated with the linking and analysis of personal data.
The most basic concerns regarding the UID project stem from the fact that biometric technologies
have never been tested on such a large population. As a result, well-founded concerns exist around
scalability, false acceptance and rejection rates, and the project’s core premise that biometrics can
uniquely and unambiguously identify people in a foolproof manner. Some of these concerns are based
RQWHFKQLFDOLVVXHV³FROOHFWLQJÀQJHUSULQWVDQGLULVVFDQV´LQWKHÀHOGµIRULQVWDQFHFDQEHFRPSOLFDWHGZKHQDUHJLVWUDQW·VÀQJHUSULQWVDUHHURGHGE\PDQXDOODERURUKHULULVHVDUHDIIHFWHGE\PDOnutrition and cataracts. Other concerns relate to the project’s federated implementation architecture,
which, by outsourcing collection to a massive group of private and public registrars and operators,
increases the chance for data breaches, error, and fraud.
3HUKDSVHYHQPRUHYH[LQJDUHFRQFHUQVUHJDUGLQJKRZWKH8,'ZKLFKSURPLVHVÀQDQFLDOLQFOXVLRQ
E\UHGXFLQJWKHLGHQWLÀFDWLRQEDUULHUVWRRSHQLQJEDQNDFFRXQWVIRUH[DPSOH PLJKWLQIDFWOHDG
WRQHZW\SHVRIH[FOXVLRQIRUDOUHDG\PDUJLQDOL]HGJURXSV0HPEHUVRIWKH/*%7FRPPXQLW\IRU
instance, question whether the inclusion of the transgender category within the UID scheme is a
laudable attempt at inclusion, or a new means of listing and targeting members of their community
IRUH[FOXVLRQ0RUHIXQGDPHQWDOO\DVPRUHDQGPRUHVHUYLFHVDQGEHQHÀWVDUHOLQNHGWRWKH8,'WKH
project threatens to exclude all those who cannot or will not participate in the scheme due to logistical failures or philosophical objections.
It is worth noting that the UID is not the only large data project in India. A slew of “Big Brother”
SURMHFWVH[LVWWKH&HQWUDOLVHG0RQLWRULQJ6\VWHP &06 WKH7HOHSKRQH&DOO,QWHUFHSWLRQ6\VWHP
7&,6 WKH1DWLRQDO3RSXODWLRQ5HJLVWHU 135 WKH&ULPHDQG&ULPLQDO7UDFNLQJ1HWZRUNDQG
6\VWHPV &&716 DQGWKH1DWLRQDO,QWHOOLJHQFH*ULG 1$7*5,' ZKLFKLVZRUNLQJWRDJJUHJDWHXS
to 21 different databases relating to tax, rail and air travel, credit card transactions, immigration, and
RWKHUGRPDLQV7KH8,'LVLQWHQGHGWRVHUYHDVDFRPPRQLGHQWLÀHUDFURVVWKHVHGDWDEDVHVFUHDWLQJ
a massive surveillance state. It also facilitates an ecosystem where access to goods and services,
from government subsidies to drivers’ licenses to mobile phones to cooking gas, increasingly requires
biometric authentication.
The UID project was originally vaunted as voluntary, but the inexorable slippery slope toward compulsory participation has triggered a series of lawsuits challenging the legality of forced enrollment
and the constitutionality of the entire project. Most recently, in September 2013, India’s federal
6XSUHPH&RXUWDIÀUPHGE\ZD\RIDQLQWHULPGHFLVLRQWKDWWKH8,'ZDVQRWPDQGDWRU\WKDWQRW
possessing a UID should not disadvantage anybody, and that citizenship should be ascertained as
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a criteria for registering in order to ensure that UIDs are not issued to illegal immigrants. This last
VWLSXODWLRQLVSDUWLFXODUO\WKRUQ\JLYHQWKDWWKH8QLTXH,GHQWLÀFDWLRQ$XWKRULW\RI,QGLD 8,'$,WKH
ERG\LQFKDUJHRIWKH8,'SURMHFW KDVFRQVLVWHQWO\GLVWDQFHGWKH8,'IURPTXHVWLRQVRIFLWL]HQVKLS
XQGHUWKHMXVWLÀFDWLRQWKDWLWLVDPDWWHUEH\RQGWKHLUUHPLW LHWKH8,'LVRSHQWRUHVLGHQWVDQGLV
QRWOLQNHGWRFLWL]HQVKLS 7KHJRYHUQPHQWPRYHGTXLFNO\WRXUJHDPRGLÀFDWLRQRIWKHRUGHUEXWWKH
6XSUHPH&RXUWGHFOLQHGWRGRVRDQGZLOOLQVWHDGUHOHDVHLWVÀQDOGHFLVLRQDIWHULWUHYLHZVDEDWFKRI
petitions from activists and others. The UIDAI approached the court, arguing that not making the UID
mandatory has serious consequences for welfare schemes, but the court recently ordered the federal
JRYHUQPHQWWKH5HVHUYH%DQNRI,QGLDDQGWKH(OHFWLRQ&RPPLVVLRQWRGHOLQNWKH/3*FRRNLQJJDV
scheme from the UID. This is a considerable setback for the project, given that this was one of the
most hyped linkages for the UID. It remains to be seen whether the court will similarly halt other
attempts to make the UID mandatory.
In the meantime, the UID project is effectively being implemented in a legal vacuum without support
from the Supreme Court or Parliament. The Cabinet is seeking to rectify this and has cleared a bill
WKDWZRXOGÀQDOO\SURYLGHOHJDOEDFNLQJIRUWKH8,'SURJUDP³LWVSUHYLRXVDWWHPSWZDVUHMHFWHGE\
the Standing Committee on Finance in 2010. This bill is scheduled to come up for debate during the
ZLQWHUVHVVLRQRI3DUOLDPHQW7KHELOO·VSURJUHVVDORQJZLWKWKHÀQDOGHFLVLRQRIWKH6XSUHPH&RXUW
will have far reaching consequences for the UID project’s implementation and longevity, as well as for
the relationship between India’s citizens and the state.
If fully implemented, the UID system will fundamentally alter the way in which citizens interact with
the government by creating a centrally controlled, technology-based standard that mediates access to
VRFLDOVHUYLFHVDQGEHQHÀWVÀQDQFLDOV\VWHPVWHOHFRPPXQLFDWLRQVDQGJRYHUQDQFH,WZLOOXQGRXEWedly also have implications for how citizens relate to private sector entities, on which the UID rests
and which have their own vested interests in the data. The success or failure of the UID represents a
critical moment for India. Whatever course the country takes, its decision to travel further toward or
turn away from becoming a “database nation” will have implications for democracy, free speech, and
economic justice within its own borders and also in the many neighboring countries that look to it as
a technological standard bearer.
The Indian government seems to envision “big data” as a panacea for fraud, corruption, and abuse,
but it has given little attention to understanding and addressing the fraud, corruption, and abuse that
massive databases can themselves engender. The government’s actions have yet to demonstrate an
appreciation for the fact that the matrix of identity and surveillance schemes it has implemented can
create a privacy-invading technology layer that is not only a barrier to online activity but also to social
participation writ large.
7KHODFNRILGHQWLÀFDWLRQGRFXPHQWVIRUDODUJHSRUWLRQRIWKH,QGLDQSRSXODWLRQGRHVQHHGWREH
addressed. Whether the UID project is the best means to do this—whether it has the right architecture and design, whether it can succeed without an overhaul of several other failures of governmental
LQVWLWXWLRQVDQGZKHWKHUÀ[LQJWKHLGHQWLW\SLHFHDORQHFDXVHVPRUHKDUPWKDQJRRG³VKRXOGEHWKH
subject of intense debate and scrutiny. Only through rigorous threat modeling and analysis of the
risks arising out of this burgeoning “data industrial complex” can steps be taken to stem the potential
repercussions of the project not just for identity management, fraud, corruption, distributive justice,
and welfare generally, but also for autonomy, openness, and democracy.
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MARCO CIVIL: A BILL REGULATING NET NEUTRALITY AND CIVIL
RIGHTS ONLINE IN BRAZIL
5RQDOGR/HPRV
In June 2013, millions of Brazilians took to the streets to protest for better public services, political
reform, and the end of corruption. These protesters shared a desire for more public participation in
public life and demanded that the voices of discontent, including those expressed online, be taken
into account by decision makers in government.
Years before, the drafting process for the “Marco Civil,” a bill of rights for the Internet in Brazil,
had put into practice many of these aspirations. In 2009, the Ministry of Justice and the Center
IRU7HFKQRORJ\DQG6RFLHW\DWWKH)*9/DZ6FKRROLQ5LRGH-DQHLURODXQFKHGDQRQOLQHSODWIRUP
on which anyone could participate in the drafting of the “Marco Civil da Internet.”1 The initiative
emerged after widespread public reaction to proposed reforms to the Cybercrime Bill, put forth in
7KHSURSRVHGELOOZDVDQDWWHPSWWREULQJ%UD]LOLDQODZLQOLQHZLWKH[LVWLQJLQWHUQDWLRQDO
norms, including the Convention on Cybercrime.2 However, like the American bills SOPA and PIPA, it
XVHGZKDWVRPHVDZDVRYHUO\EURDGODQJXDJHWRFULPLQDOL]HWKHIUHHÁRZRIXVHUVDQGLQIRUPDWLRQ
online.
The bill was lambasted in an online petition signed by prominent regional academics for “violat[ing]
the freedom, creativity, privacy, and dissemination of knowledge in the Brazilian Internet.”3 Brazilian
President Dilma Rousseff, in an address to the International Forum for Free Software, voiced her
RSSRVLWLRQDVZHOOVWDWLQJWKDWWKHSURSRVDO´GRHVQ·WDLPWRÀ[WKHDEXVHRIWKH,QWHUQHW,WUHDOO\WULHV
to impose censorship.”$PRGLÀHGYHUVLRQRIWKHELOOZDVDSSURYHGE\%UD]LO·V6HQDWHLQEXW
languished in the House of Representatives, where it was ultimately vetoed in 2012.
The Marco Civil draft grew out of more than 800 initial contributions made via the online platform
and via email. Successive drafts were debated online and at multiple public hearings.6 The draft
of the Marco Civil, thanks to public participation, embraced a remarkable set of rights. Issues
covered include net neutrality, privacy, freedom of expression, safe harbors for intermediaries, open
JRYHUQPHQWDQGOLPLWDWLRQVRQWKHUHWHQWLRQDQGDFFHVVWRXVHUGDWD7KH([HFXWLYH*RYHUQPHQW
approved the draft, and President Rousseff sent it to Congress in August 2011.
The Marco Civil was scheduled to be voted on several times in late 2012, but pressure from
telecommunications companies, which are not happy with the net neutrality and privacy provisions,
has delayed the vote.
7KHELOOUHPDLQHGLQOLPERWKURXJKWKHÀUVWKDOIRIEXW(GZDUG6QRZGHQ·VDOOHJDWLRQVKDYH
tilted the game. President Rousseff strongly condemned the revelations of NSA surveillance activities
and renewed pressure on Congress to approve the Marco Civil as quickly as possible. The government
also introduced a highly criticized amendment into the draft bill: a new provision that mandates
that data collected locally about Brazilian citizens or companies must be stored in Brazil. If
approved, global Internet companies will have to maintain datacenters in the country. The proposed
amendment, as expected, has stirred quite a lot controversy and is currently being widely debated.
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7KHLPSRUWDQFHRIWKH0DUFR&LYLOVKRXOGQRWEHXQGHUHVWLPDWHG7KHODFNRIVSHFLÀF,QWHUQHWODZV
which has been the case in Brazil for many years, does not necessarily lead to greater online freedom,
but to a high level of legal uncertainty, contradictory court decisions, and threats to privacy. If
approved in its original draft, Marco Civil will be an example of a positive, rights-enabling legislation,
FDSDEOHRILQÁXHQFLQJRWKHUFRXQWULHV
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