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|. Course Description

The digital environment offers greatly expanded opportunities for intelligence gathering. This
seminar will explore some of the most difficult problems arising in managing the collection and
use of intelligence for national security, including compliance with the law; avoidance of, and
remedies for, over collection; and protection of privacy and other fundamental values.

We will discuss how an intelligence community's activities can be meaningfully communicated to
the public while respecting its sources and methods; how agencies might internally reconcile
their various missions to protect the public and protect public values; and what a set of
authorities and limitations for intelligence collection might look like if a clean slate were available
on which to develop them.

Il. Class Schedule

The class will meet on Monday from 5pm to 7pm in WCC 4063.

Ill. Class Requirements

Students will be graded on class participation and a final 15-page paper. In the final paper,
students will make a policy recommendation in one of the areas discussed in class.

The final paper will be due on the last day of the exam period and may be submitted via email to
Samantha Bates at sbates@law.harvard.edu.

IV. Class Materials

There is no required textbook for this class. All readings will be available online on the class
H20 playlist: https://h20.law.harvard.edu/playlists/51792.



https://h2o.law.harvard.edu/playlists/51792
mailto:sbates@law.harvard.edu

V. Laptop Policy

Laptops and digital devices are not permitted in class.

V1. General Information

Office hours are available by appointment. For general scheduling/appointment questions,
please contact:

Amanda McMahan

Assistant to Professor Zittrain

Office Phone: 617-495-8351

Email: a2jz@law.harvard.edu

Office location: Griswold Hall, 5th floor, Room #505

For course related (readings/paper), please contact:

Samantha Bates

Research Associate for Professor Zittrain

Email: sbates@law.harvard.edu

Office location: Griswold Hall, 5th floor, Room #505

Jordi Weinstock
Visiting Scholar
Email: jordi.weinstock@gmail.com

Reading assignments

Day 1: January 23rd, 2017
Introduction and Framework

e Jonathan Zittrain, “A Few Keystrokes Could Solve the Crime. Would You Press Enter?,”
Just Security (January 12, 2016)
https://www.justsecurity.org/28752/keystrokes-solve-crime-press-enter/ archived at
https://perma.cc/6ETL-PLLD.

e Rachel Levinson-Waldman, “What the Government Does with Americans’ Data,”
Brennan Center for Justice (October 3, 2013)
http://www.brennancenter.org/sites/default/files/publications/Data%20Retention%20-%2
OFINAL.pdf archived at https://perma.cc/QULA-6XKU.

e Daniel J. Solove, 'l've Got Nothing to Hide' and Other Misunderstandings of Privacy, 44
San Diego L. Rev. 745, (2007)
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=998565 archived at
https://perma.cc/6NJ2-6V2Q.



https://perma.cc/6NJ2-6V2Q
https://www.justsecurity.org/28752/keystrokes-solve-crime-press-enter/
http://www.brennancenter.org/sites/default/files/publications/Data%20Retention%20-%20FINAL.pdf
mailto:sbates@law.harvard.edu
mailto:a2jz@law.harvard.edu
http://www.brennancenter.org/sites/default/files/publications/Data%20Retention%20-%20FINAL.pdf
https://perma.cc/6ETL-PLLD
https://perma.cc/9ULA-6XKU
mailto:jordi.weinstock@gmail.com
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=998565

Day 2: January 30th, 2017
*John Delong class visit
The NSA Scope and Process, Part 1

[FOR REFERENCE] "American Big Brother: A Century of Political Surveillance and
Repression," Cato Institute (2016) http://www.cato.org/american-big-brother archived at
https://perma.cc/Q2
ZC-37Y5.
Michael Hirsch, "Birth of the Surveillance State," The Atlantic (June 7, 2013)
http://www.theatlantic.com/national/archive/2013/06/birth-of-the-surveillance-state/27665
0/ archived at https://perma.cc/RQ4L-CKEK.
"Timeline of NSA Domestic Spying," Electronic Frontier Foundation (2016)
https://www.eff.org/nsa-spying/timeline archived at https://perma.cc/BAE8-GIMT.
National Commission on Terrorist Attacks Upon the United States, "9/11 Final Report on
the National Commission on Terrorist Attacks Upon the United States" (2004)
https://www.9-11commission.gov/report/911Report.pdf archived at
https://perma.cc/PB64-5MNS.

o Read Chapter 3: Counterterrorism Evolves
The National security Agency: Missions, Authorities, Oversights and Partnerships
(August 9, 2013)
https://www.nsa.gov/news-features/press-room/statements/2013-08-09-the-nsa-story.sht
ml archived at https://perma.cc/DIBR-UE4E.
Benjamin Wittes, “NSA General Counsel Rajesh De Speech at Georgetown, February
27, 2013” Lawfare (March 1, 2013)
https://www.lawfareblog.com/nsa-general-counsel-rajesh-de-speech-georgetown
archived at https://perma.cc/XN6F-S4JB.

Day 3: February 6th, 2017
The NSA Scope and Process, Part 2

Susan Landau, "Making Sense from Snowden: What's Significant In The NSA
Surveillance Revelations," IEEE Security & Privacy (August 2, 2013)
https://www.computer.org/cms/Computer.org/ComputingNow/pdfs/MakingSenseFromSn
owden-IEEESecurityAndPrivacy.pdf archived at https://perma.cc/DJCI-E7K6
Barton Gellman, "NSA broke privacy rules thousands of times per year, audit finds," The
Washington Post (August 15, 2013)
https://www.washingtonpost.com/world/national-security/nsa-broke-privacy-rules-thousa
nds-of-times-per-year-audit-finds/2013/08/15/3310e554-05ca-11e3-a07f-49ddc7417125
story.html archived at https://perma.cc/35XQ-6B65.
Conor Friedersdorf, "Lawbreaking at the NSA: Bring On a New Church Committee," The
Atlantic (August 16, 2013)
http://www.theatlantic.com/politics/archive/2013/08/lawbreaking-at-the-nsa-bring-on-a-ne
w-church-committee/278750/ archived at https://perma.cc/726Y-S7MB.
Michael Isikoff, "NSA program stopped no terror attacks, says White House panel
member," NBC News (December 20, 2013)



https://www.nsa.gov/news-features/press-room/statements/2013-08-09-the-nsa-story.shtml
https://www.lawfareblog.com/nsa-general-counsel-rajesh-de-speech-georgetown
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http://www.nbcnews.com/news/other/nsa-program-stopped-no-terror-attacks-says-white-
house-panel-f2D11783588 archived at https://perma.cc/N6KW-G6SC.
National Research Council: Committee on Responding to Section 5(d) of Presidential
Policy Directive 28, Bulk Collection of Signals Intelligence: Technical Options, National
Academies Press (2015) https://www.nap.edu/read/19414/chapter/4 archived at
https://perma.cc/JX6G-WKQA.

o Read Chapter 2
“President Obama’s January 17, 2014 speech on NSA Reforms,” The Washington Post
(January 17, 2014) (video)
https://www.washingtonpost.com/politics/full-text-of-president-obamas-jan-17-speech-on
-nsa-reforms/2014/01/17/fa33590a-7f8c-11e3-9556-4a4bf7bcbd84 _story.html archived
at https://perma.cc/HH8P-3BU4.

Tentative: Berklett evening event Thursday, February 9th, at 5:30pm. Location TBD.

Day 4: February 13th, 2017
Envelopes and Contents

Katz v. United States, 389 U.S. 347 (1967) https://h20.law.harvard.edu/collages/42873.
Smith v. Maryland, 442 U.S. 735 (1979) https://h20.law.harvard.edu/collages/42874.
The President's Review Group on Intelligence and Communications Technologies,
Liberty and Security in a Changing World, (December 12, 2013) archived at
https://perma.cc/UCH3-NHLN.

o Read Chapter 3
Susan Landau, “Making Sense of Snowden, Part Il: What's Significant In The Snowden
Revelations,” IEEE Security & Privacy (2014)
https://www.computer.org/cms/Computer.org/ComputingNow/pdfs/HighlightsFromMakin
aSenseOfSnowdenPartll.pdf archived at https://perma.cc/END5-YXWH.
[FOR REFERENCE] USA FREEDOM Act, 50 U.S. 1801 (2015)
https://www.congress.gov/114/plaws/publ23/PLAW-114publ23.pdf archived at
https://perma.cc/5N28-97EG.

Day 5: February 20th, 2017
A Case Study in App-Layer Surveillance

Jonathan Zittrain, The Future of the Internet and How to Stop It. New Haven: 2008
http://blogs.harvard.edu/futureoftheinternet/files/2013/06/ZittrainTheFutureofthelnternet.p
df archived at https://perma.cc/3NH8-EG39.

o Read pages 30-35, 67-69.
David Gray and Danielle Citron, The Right to Quantitative Privacy, 98 Minn. L. Rev. 62
(March 5, 2013) https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2228919 archived
at https://perma.cc/X4BA-3VQT.

o Read Introduction, Part |, and Part Il (pages 62-82 and 101-125)



http://blogs.harvard.edu/futureoftheinternet/files/2013/06/ZittrainTheFutureoftheInternet.pdf
https://perma.cc/UCH3-NHLN
https://perma.cc/JX6G-WKQA
http://www.nbcnews.com/news/other/nsa-program-stopped-no-terror-attacks-says-white-house-panel-f2D11783588
https://cyber.harvard.edu/research/cybersecurity#
https://www.washingtonpost.com/politics/full-text-of-president-obamas-jan-17-speech-on-nsa-reforms/2014/01/17/fa33590a-7f8c-11e3-9556-4a4bf7bcbd84_story.html
https://perma.cc/5N28-97EG
https://perma.cc/N6KW-G6SC
https://perma.cc/END5-YXWH
https://www.nap.edu/read/19414/chapter/4
https://www.washingtonpost.com/politics/full-text-of-president-obamas-jan-17-speech-on-nsa-reforms/2014/01/17/fa33590a-7f8c-11e3-9556-4a4bf7bcbd84_story.html
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2228919
https://perma.cc/5N28-97EG
https://www.computer.org/cms/Computer.org/ComputingNow/pdfs/HighlightsFromMakingSenseOfSnowdenPartII.pdf
https://h2o.law.harvard.edu/collages/42873
https://h2o.law.harvard.edu/collages/4623
https://www.computer.org/cms/Computer.org/ComputingNow/pdfs/HighlightsFromMakingSenseOfSnowdenPartII.pdf
http://blogs.harvard.edu/futureoftheinternet/files/2013/06/ZittrainTheFutureoftheInternet.pdf
https://perma.cc/HH8P-3BU4
http://www.nbcnews.com/news/other/nsa-program-stopped-no-terror-attacks-says-white-house-panel-f2D11783588
https://perma.cc/N6KW-G6SC
https://h2o.law.harvard.edu/collages/42874
https://perma.cc/3NH8-EG39
https://perma.cc/X4BA-3VQT
https://www.congress.gov/114/plaws/publ23/PLAW-114publ23.pdf
https://perma.cc/END5-YXWH
https://perma.cc/JX6G-WKQA
https://perma.cc/X4BA-3VQT
https://perma.cc/END5-YXWH
https://perma.cc/U9CG-DUFK
https://perma.cc/3NH8-EG39

Barton Gellman and Laura Poitras, “U.S., British intelligence mining data from nine U.S.
Internet companies in broad secret program,” The Washington Post (June 7, 2013)
https://www.washingtonpost.com/investigations/us-intelligence-mining-data-from-nine-us
-internet-companies-in-broad-secret-program/2013/06/06/3a0c0da8-cebf-11e2-8845-d97
0ccb04497_story.html?hpid=z1&utm_term=.65164731f0fc archived at
https://perma.cc/SM47-MA9R.

“NSA slides explain the PRISM data-collection program,” The Washington Post (June 6,
2013)
http://www.washingtonpost.com/wp-srv/special/politics/prism-collection-documents/.
“Letter from Companies and Non-Profits Requesting More Transparency” (September
30, 2013)
https://www.cdt.org/files/pdfs/weneedtoknow-transparency-bills-support-letter.pdf
archived at https://perma.cc/7CGJ-GWIN.

Day 6: February 27th, 2017
*Alex Abdo class visit
A Case Study in Logical-Layer Surveillance

Barton Gellman and Ashkan Soltani, “NSA infiltrates links to Yahoo, Google data centers
worldwide, Snowden documents say,” The Washington Post (October 30, 2013)
https://www.washingtonpost.com/world/national-security/nsa-infiltrates-links-to-yahoo-go
ogle-data-centers-worldwide-snowden-documents-say/2013/10/30/e51d661e-4166-11e3
-8b74-d89d714caddd_story.html?utm_term=.b2abb47c728a archived at
https://perma.cc/2VSW-T46H.

John D. Bates, Foreign Intelligence Surveillance Court Opinion, (October 3, 2011)
https://lawfare.s3-us-west-2.amazonaws.com/staging/s3fs-public/uploads/2013/08/16201

6974-FISA-court-opinion-with-exemptions.pdf archived at https://perma.cc/7TNK-KMXK.
o Read pages 1-2, 27-41, 49-56, 59-63, 67-81

Bruce Schneier, “The U.S. Government Has Betrayed the Internet. We Need to Take it

Back” (September 5, 2013)

https://www.schneier.com/essays/archives/2013/09/the_us_government_ha.html

archived at https://perma.cc/83LV-RDTE.

Office of the Attorney General, “Procedures used by NSA to minimize data collection

from US persons: Exhibit B” (July 28, 2009)

http://nsarchive.gwu.edu/NSAEBB/NSAEBB436/docs/EBB-026.pdf archived at

https://perma.cc/B252-ED3D.

Day 7: March 6th, 2017
Government and Corporate Surveillance

Bruce Schneier, “Do You Want the Government Buying Your Data From Corporations?,”
The Atlantic (April 30, 2013)
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https://perma.cc/SM47-MA9R
https://lawfare.s3-us-west-2.amazonaws.com/staging/s3fs-public/uploads/2013/08/162016974-FISA-court-opinion-with-exemptions.pdf
https://perma.cc/7CGJ-GW9N
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https://perma.cc/PH6M-QYJ7

http://www.theatlantic.com/technology/archive/2013/04/do-you-want-the-government-buy
ing-your-data-from-corporations/275431/ archived at https://perma.cc/KNS3-DFT3.
Charles Duhigg, “How Companies Learn Your Secrets,” The New York Times Magazine
(February 19, 2012)
http://www.nytimes.com/2012/02/19/magazine/shopping-habits.html?pagewanted=all
archived at https://perma.cc/B7CX-7QEY.
Alexander Furnas, “It's Not All About You: What Privacy Advocates Don't Get About
Data Tracking On The Web,” The Atlantic (March 15, 2012)
http://www.theatlantic.com/technology/archive/2012/03/its-not-all-about-you-what-privacy
-advocates-dont-get-about-data-tracking-on-the-web/254533/ archived at
https://perma.cc/Z4BQ-FMYB.
Bruce Schneier, “The Trajectories of Government and Corporate Surveillance,” (October
21, 2013) https://www.schneier.com/blog/archives/2013/10/the_trajectorie.html archived
at https://perma.cc/S6NT-ESQD.
Federal Trade Commission, Data Brokers: A Call for Transparency and Accountability,
(May 2014)
https://www.ftc.gov/system/files/documents/reports/data-brokers-call-transparency-accou
ntability-report-federal-trade-commission-may-2014/140527databrokerreport.pdf
archived at https://perma.cc/YPU9-WLQF.

o Read pages 46-49.
Julia Angwin, Charlie Savage, Jeff Larson, Henrik Moltke, Laura Poitras and James
Risen, “AT&T Helped U.S. Spy on Internet on a Vast Scale,” The New York Times
(August 16, 2015)
http://www.nytimes.com/2015/08/16/us/politics/att-helped-nsa-spy-on-an-array-of-interne
t-traffic.html.

Spring Break March 13th through March 17th.

Day 8: March 20th, 2017
Checks and Balances

Thomas R. Johnson, American Cryptology During the Cold War, 1945-1989, National
Security Agency (1999)
https://www.nsa.gov/news-features/declassified-documents/cryptologic-histories/assets/fi
les/cold_war_iii.pdf archived at https://perma.cc/4T35-AY8Q.

o Read Chapter 16
L. Britt Snider, Recollections from the Church Committee's Investigation of NSA, CIA
Library (Winter 99-00)
https://www.cia.gov/library/center-for-the-study-of-intelligence/csi-publications/csi-studies
[studies/winter99-00/art4.html archived at https://perma.cc/JF2R-6J54.
Robert Litt, Privacy, Technology and National Security: An Overview of Intelligence
Collection, Office of the Director of National Intelligence (July 18, 2013)
https://www.dni.gov/index.php/newsroom/speeches-and-interviews/195-speeches-intervi



https://www.cia.gov/library/center-for-the-study-of-intelligence/csi-publications/csi-studies/studies/winter99-00/art4.html
https://perma.cc/KNS3-DFT3
https://www.dni.gov/index.php/newsroom/speeches-and-interviews/195-speeches-interviews-2013/896-privacy,-technology-and-national-security-an-overview-of-intelligence-collection
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https://www.nsa.gov/news-features/declassified-documents/cryptologic-histories/assets/files/cold_war_iii.pdf
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